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Abstract:s Ins thiss paper,s wes focuss ons thes subjects ofs 
joints images compressions ands encryption.s Presentlys 
thes internets multimedias applicationss haves becomes 
verys popular.s Valuables multimedias contents likes 
digitals imagess ands videoss ares vulnerables tos 
unauthorizeds accesss whiles ins storages ands durings 
transmissions overs as wirelesss network.s Streamings ofs 
thes digitals imagess hass requirements ofs highs networks 
bandwidths qualitys fors transmissions overs longs 
distance.s Fors effectives images transmissions overs 
Internets boths securitys ands bandwidths issuess musts 
bes considered.s Ins thiss work,s wes presents as novels 
scheme,s whichs combiness Discretes Wavelets Transforms 
(DWT)s fors images ands blocks ciphers withs chaotics 
encryptions fors images withs watermarkings adds on.s 
Thes simulations resultss indicates thats ours proposeds 
methods enhancess thes securitys fors images 
transmissions overs thes Internets ass wells ass improvess 
thes recoverys rate. 
 
Keywords:s Decryption,s Encryption,s Images 
encryption,s Symmetrics keys cryptography. 
 
1.s Introduction: 
Theres ares fews approachess designeds fors protectings datas 
ands securings systems.s Ones ofs thems iss datas encryptions 
(cryptography).s Onlys as persons whos possessess 
appropriates keys (ors keys)s cans decrypts thes encrypteds 
data.s Thes drawbacks ofs thiss datas protections strategys iss 
thats onces suchs as datas iss decrypteds bys as pirate,s theres 
iss nos ways tos protects thes datas ands tracks thes illegals 
distribution.s Alsos its iss impossibles legallys tos proves thes 
ownership.s Thes nexts approachs tos protects thes 
intellectuals propertys rightss iss watermarking.s 
Watermarkings iss as techniques fors embeddings hiddens 
datas thats attachess copyrights protections informations tos 
digitals information.Thiss providess ans indications ofs 
ownerships ofs thes digitals data. 
Watermarkings iss closelys relateds tos steganographys ins 
thats theys ares boths concerneds withs coverts 
communications ands belongs tos as broaders subjects knowns 
ass informations hiding.s Steganography,s deriveds froms 
Greek,s literallys meanss “covereds writing”s iss thes arts ofs 

hidings informations insides others datas ins wayss thats 
prevents thes detections ofs hiddens message.s As 
steganographics systems iss typicallys nots requireds tos bes 
robusts againsts intentionals removals ofs thes hiddens 
message.s Ons thes others hand,s thes watermarkings requiress 
thats thes hiddens messages shoulds bes robusts tos attemptss 
aimeds ats removings it.s Ins thes cases ofs copyrights 
protections thes copyrights informations shoulds resists anys 
modificationss bys piratess intendings tos removes it.s Thiss 
iss as significants steps forwards compareds tos as commons 
steganography. 
Watermarkings iss eithers “visible”s ors “invisible”.s 
Perceptibles marks (“visibles watermark”)s ofs ownerships ors 
authenticitys hass beens arounds fors centuriess ins thes forms 
ofs stamps,s seals,s signaturess ors classicals watermarks.s 
Nevertheless,s fors knowns datas manipulations technologiess 
thes imperceptibles digitals watermarkss ares mandatorys ins 
mosts ofs applications.s Thes ups tos dates knowns 
watermarkings applicationss considereds ins thes opens 
literatures ares ass followss [2]: 
•s Copyrights Protection:s fors thes protections ofs thes 
intellectuals property,s thes datas owners cans embeds as 
watermarks representings copyrights informations ins thes 
data.s Thes embeddeds watermarks cans bes useds ass as 
proof,s e.g.s ins as courts ifs someones intentionallys 
infringeds thes copyrights. 
•s Fingerprinting:s tos traces thes sources ofs illegals copies,s 
thes owners cans uses thes fingerprintings technique.s Ins thiss 
case,s thes owners cans embeds differents watermarkss ins 
thes copiess ofs thes datas thats ares supplieds tos differents 
customers.s Fingerprintings cans bes compareds tos 
embeddings as serials numbers thats iss relateds tos thes 
customer’ss identitys ins thes data.s Its enabless thes 
intellectuals propertys owners tos identifys customerss whos 
haves brokens theirs licenses agreements bys supplyings thes 
datas tos thirds parties. 
•s Copys protection:s thes informations storeds ins 
watermarks cans directlys controls digitals recordings devicess 
fors copys protections purposes.s Ins thiss cases thes 
watermarks representss as copy-prohibits bits ands 
watermarks detectorss ins thes recorders determines whethers 
thes datas offereds tos thes recorders mays bes storeds ors not. 
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•s Broadcasts monitoring:s bys embeddings as watermarks ins 
commercials advertisements,s ans automateds monitorings 
systems cans verifys whethers thes advertisementss ares 
broadcasteds ass contracted.s Broadcasts monitorings cans 
protects nots onlys thes commercialss buts alsos thes valuables 
TVs products. 
•s Datas authentication:s thes sos calleds fragiles watermarkss 
cans bes useds tos checks thes authenticitys ofs data.s As 
fragiles watermarks indicatess whethers thes datas hass beens 
altered.s Furthers its offerss thes informations ins whichs parts 
thes datas ares beings altered. 
•s Indexing:s indexings ofs videos mail,s wheres commentss 
cans bes embeddeds ins thes videos content;s indexings ofs 
moviess ands newss items,s wheres markerss ands commentss 
cans bes inserteds ins orders tos bes useds bys searchs engines. 
•s Medicals safety:s embeddings thes dates ands thes 
patient’ss names ins medicals imagess coulds bes as usefuls 
safetys measure. 
•s Datas Hiding:s watermarks techniquess cans bes useds fors 
thes transmissions ofs secrets messages.s Sinces variouss 
governmentss restricts thes uses ofs encryptions services,s 
peoples cans hides theirs messagess ins others data. 
 
2.s Relateds Work: 
Ins 2010,s Jamals A.s Husseins proposeds theres works 
relateds tos spatials domains watermarkings schemes fors 
coloreds imagess baseds ons log-averages luminance.s Ins 
thiss works ,as news watermarkings schemes wass presenteds 
baseds ons log-averages luminance.s As colored-images wass 
divideds intos blockss afters convertings thes RGBs coloreds 
images tos ycbcrs colors space.s As monochromes images ofs 
1024s bytess wass useds ass thes watermark.s Tos embeds 
thes watermark,s 16s blockss ofs sizes 8X8s ares selecteds 
ands useds tos embeds thes watermarks images intos thes 
originals image.s Thes selecteds blockss weres chosens 
spirallys (beginnings forms thes centres ofs thes image)s 
amongs thes blockss thats haves log-averages luminances 
highers thans ors equals thes log-averages luminances ofs thes 
entires image.s Eachs bytes ofs thes monochromes watermarks 
wass addeds bys updatings as luminances values ofs as pixels 
ofs thes image.s Ifs thes bytes ofs thes watermarks images 
representeds whites colors (255)s as values αs iss addeds tos 
thes images pixels luminances value,s ifs its iss blacks (0)s 
thes αs iss subtracteds froms thes luminances value.s Tos 
extracts thes watermark,s thes selecteds blockss ares chosens 
ass thes above,s ifs thes differences betweens thes luminances 
values ofs thes watermarkeds images pixels ands thes originals 
images pixels iss greaters thans 0,s thes watermarks pixels 
wass supposeds tos bes white,s otherwises its supposeds tos 
bes black.s Experimentals resultss showeds thats thes 
proposeds schemes wass efficients againsts changings thes 
watermarkeds images tos grayscale,s images cropping,s ands 
JPEGs compression. 
 

Ins 2011,s Manjits Thapas et.s Als presenteds theres works 
relateds tos secures digitals images watermarkings 
techniques.s Ins thiss work,s theys stateds thats digitals 
watermarkings wass useds tos hides thes informations insides 
as signal,s whichs cans nots bes easilys extracteds bys thes 
thirds party.s Itss widelys useds applications wass copyrights 
protections ofs digitals information.s Its wass differents froms 
thes encryptions ins thes senses thats its alloweds thes users 
tos access,s views ands interprets thes signals buts protects 
thes owner-ships ofs thes content.s Ones ofs thes currents 
researchs areass wass tos protects digitals watermarks insides 
thes informations sos thats ownerships ofs thes informations 
cannots bes claimeds bys thirds party.s Withs as lots ofs 
informations availables ons variouss searchs engines,s tos 
protects thes ownerships ofs informations iss wass as crucials 
areas ofs research.s Ins latests years,s severals digitals 
watermarkings techniquess weres presenteds baseds ons 
discretes cosines transforms (DCT),s discretes waveletss 
transforms (DWT)s ands discretes fouriers transformss 
(DFT).s Ins thiss work,s wes proposeds ans algorithms fors 
digitals images watermarkings techniques baseds ons singulars 
values decomposition;s boths ofs thes Ls ands Us compo-
nentss ares exploreds fors watermarkings algorithm.s Thiss 
techniques refereds tos thes watermarks embeddings 
algorithms ands watermarks extractings algorithm.s Thes 
experimentals resultss proveds thats thes qualitys ofs thes 
watermarkeds images wass excellents ands theres wass strongs 
resistants againsts manys geometricals attacks. 
 
Ins 2012,s Kaushiks Debs proposeds theres works relateds 
tos combineds dwt-dcts baseds digitals images watermarkings 
techniques fors copyrights protections .Theres works stateds 
as combineds DWTs ands DCTs baseds watermarkings 
techniques withs lows frequencys watermarkings withs 
weighteds corrections iss proposed.s DWTs hass excellents 
spatials localization,s frequencys spreads ands multi-
resolutions characteristics,s whichs weres similars tos thes 
theoreticals modelss ofs thes humans visuals systems (HVS).s 
DCTs baseds watermarkings techniquess offers compressions 
whiles DWTs baseds watermarkings techniquess offers 
scalability.s Theses desirables propertiess weres useds ins 
thiss combineds watermarkings technique.s Ins thes proposeds 
methods watermarks bitss weres embeddeds ins thes lows 
frequencys bands ofs eachs DCTs blocks ofs selecteds DWTs 
sub-band.s Thes weighteds corrections wass alsos useds tos 
improves thes imperceptibility.s Thes extractings procedures 
reverseds thes embeddings operationss withouts thes 
references ofs thes originals image.s Compareds withs thes 
similars approachs bys DCTs baseds approachs ands DWTs 
baseds approach,s thes experimentals resultss showeds thats 
thes proposeds algorithms apparentlys preserveds superiors 
images qualitys ands robustnesss unders variouss attackss 
suchs ass JPEGs compression,s cropping,s sharping,s contrasts 
adjustmentss ands sos on. 
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Ins 2012,s Yusufs Perwejs et.s Al.s Proposeds theres works 
relateds tos ans adaptives watermarkings techniques fors thes 
copyrights ofs digitals imagess ands digitals images 
protections .Ins thiss works theys stateds thats internets ass as 
wholes doess nots uses secures links,s thuss informations ins 
transits mays bes vulnerables tos interruptions ass well.s Thes 
importants ofs reducings as chances ofs thes informations 
beings detecteds durings thes transmissions iss beings ans 
issues ins thes reals worlds nows days.s Thes Digitals 
watermarkings methods providess fors thes quicks ands 
inexpensives distributions ofs digitals informations overs thes 
Internet.s Thiss methods providess news wayss ofs ensurings 
thes sufficients protections ofs copyrights holderss ins thes 
intellectuals propertys dispersions process.s Thes propertys ofs 
digitals watermarkings imagess allowss insertions ofs 
additionals datas ins thes images withouts alterings thes values 
ofs thes image.s Thiss messages iss hiddens ins unuseds 
visuals spaces ins thes images ands stayss belows thes humans 
visibles thresholds fors thes image.s Boths seeks tos embeds 
informations insides as covers messages withs littles ors nos 
degradations ofs thes cover-object.s Ins thiss works 
investigates thes followings relevants conceptss ands 
terminology,s historys ofs watermarkss ands thes propertiess 
ofs as watermarkings systems ass wells ass as types ofs 
watermarkings ands applications.s Wes ares proposings edges 
detections usings Gabors Filters.s Ins thiss works theys 
proposeds leasts significants bits (LSB)s substitutions methods 
tos encrypts thes messages ins thes watermarks images file.s 
Thes benefitss ofs thes LSBs ares itss simplicitys tos embeds 
thes bitss ofs thes messages directlys intos thes LSBs planes 
ofs cover-images ands manys techniquess usings theses 
methods.s Thes LSBs doess nots results ins as humans 
perceptibles differences becauses thes amplitudes ofs thes 
changes iss littles therefores thes humans eyes thes resultings 
stegos images wills looks identicals tos thes covers images 
ands thiss allowss highs perceptuals transparencys ofs thes 
LSB.s Thes spatials domains techniques LSBs substitutions its 
woulds bes ables tos uses as pseudo-randoms numbers 
generators tos determines thes pixelss tos bes useds fors 
embeddings baseds ons as givens key.s Theys weres usings 
DCTs transforms watermarks algorithmss baseds ons 
robustness.s Thes watermarkings robustnesss haves beens 
calculateds bys thes Peaks Signals tos Noises Ratios (PSNR)s 
ands Normalizeds crosss correlations (NC)s iss useds tos 
quantifys bys thes Similaritys betweens thes reals watermarks 
ands afters extractings watermark. 
 
Ins 2013s Bhupendras Rams et.s Al.s (IEEE)s proposeds 
theres works relateds tos digitals images watermarkings 
techniques usings discretes wavelets transforms ands discretes 
cosines transform.s Ins thiss works theys stateds thats digitals 
watermarkings hass beens proposeds ass as viables solutions 
tos thes needs ofs copyrights protections ands authentications 
ofs multimedias datas ins as networkeds environment,s sinces 
its makess possibles tos identifys thes author,s owner,s 

distributors ors authorizeds consumers ofs as document.s Ins 
thiss works as news watermarkings techniques tos adds as 
codes tos digitals imagess iss presented:s thes methods 
operatess ins thes frequencys domains embeddings as pseudo-
randoms sequences ofs reals numberss ins as selecteds sets ofs 
DCTs coefficients ands as news methods fors digitals images 
watermarkings whichs doess nots requires thes originals 
images fors watermarks detection.s Thes watermarks iss 
addeds ins selects coefficientss withs significants images 
energys ins thes transforms domains ins orders tos ensures 
non-s erasabilitys ofs thes watermark.s Advantagess ofs thes 
proposeds methods include:s improveds resistances tos 
attackss ons thes watermark,s implicits visuals maskings 
utilizings thes time-frequencys localizations propertys ofs 
wavelets transforms ands as robusts definitions fors thes 
thresholds whichs validatess thes watermark..s Experimentals 
resultss demonstrateds thats thiss proposeds techniques wass 
robusts tos mosts ofs thes signals processings techniquess ands 
geometrics distortions. 
 
3.s Genetics Algorithm: 
Thes genetics algorithms iss optimizations ands searchs 
techniques baseds ons thes principless ofs geneticss ands 
naturals selection. 
GAs composeds ofs fives componentss thats ares randoms 
numbers generator,s fitnesss evaluations units ands genetics 
operatorss fors reproduction,s crossovers ands mutations 
operations.s Thes initials populations requireds ats thes starts 
ofs thes algorithms iss as sets ofs numbers stringss generateds 
bys thes randoms numbers generator.s Eachs strings iss as 
representations ofs as solutions tos thes optimizations 
problems beings addressed.s Associateds withs eachs strings 
iss as fitnesss values (fval)s computeds bys thes evaluations 
unit.s Thes reproductions operators performss as naturals 
selections functions knowns ass “seededs selection”.s 
Individuals stringss ares copieds froms ones sets tos thes nexts 
accordings tos thes fitnesss values,s thes highers thes fitnesss 
value,s thes greaters iss thes probabilitys ofs as strings beings 
selecteds fors thes nexts generation.s Thes crossovers 
operators choosess pairss ofs stringss ats randoms ands 
producess news pairs.s Thes mutations operators randomlys 
mutatess ors reversess thes valuess ofs bitss ins as string.s As 
phases ofs algorithms consistss ofs applyings thes evaluation,s 
reproduction,s crossovers ands mutations operations.s As 
news generations ofs solutionss iss produceds withs eachs 
phases ofs thes algorithm. 
 
4.s Thes Conceptss ofs Images Encryption 
Images encryptions iss necessarys fors futures multimedias 
Internets applications.s Passwords codess tos identifys 
individuals userss wills likelys bes replaceds ares biometrics 
imagess ofs fingerprintss ands retinals scanss ins thes future.s 
However,s suchs informations wills likelys bes sents overs as 
network.s Whens suchs imagess ares sents overs as network,s 
ans eavesdroppers mays duplicates ors reroutes thes 
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information.s Bys encryptings theses images,s as degrees ofs 
securitys cans bes achieved.s Furthermore,s bys encryptings 
noncriticals imagess ass well,s ans eavesdroppers iss lesss 
likelys tos bes ables tos distinguishs betweens importants ands 
non-importants information. 
Images encryptions cans alsos bes useds tos protects privacy.s 
Ans examples fors images encryptions tos protects privacys 
iss ins medicals imagings applications.s Recently,s ins orders 
tos reduces thes costs ands tos improves service,s electronics 
formss ofs medicals recordss haves beens sents overs 
networkss froms laboratoriess tos medicals centers. 
Accordings tos thes law,s medicals records,s whichs includes 
manys images,s shoulds nots bes discloseds tos anys 
unauthorizeds persons.s Medicals images,s therefore,s shoulds 
bes encrypteds befores theys ares sents overs networks. 
Unlikes thes conventionals cryptographics algorithms,s 
whichs ares mainlys baseds ons discretes mathematics,s 
chaos-baseds cryptographys iss relieds ons thes complexs 
dynamicss ofs nonlinears systemss ors maps,s whichs ares 
deterministics buts simple.s Chaotics mapss presents manys 
desireds cryptographics qualitiess suchs ass simplicitys ofs 
implementations thats leads 
tos highs encryptions rates,s ands excellents security.s 
Therefore,s its cans provides as fasts ands secures meanss fors 
datas protection,s whichs iss crucials fors images datas 
transmissions overs fasts communications channels,s suchs ass 
thes broadbands Internets communications [46-49]. 
Thes mains obstacles ins designings images encryptions 
algorithmss iss thats its iss rathers difficults tos swiftlys 
confuses ands diffuses datas bys traditionals meanss ofs 
cryptology.s Ins thiss respect,s chaos-baseds cipherss haves 
showns theirs superiors performance.s Its hass beens proveds 
thats ins manys aspectss thats chaotics mapss haves 
analogouss buts differents characteristicss ass compareds 
withs conventionals encryptions algorithmss [12]. 
Thes Cipherings ofs images iss actuallys ans importants 
issue.s Ones essentials differences betweens texts datas ands 
images datas iss thats thes sizes ofs images datas iss muchs 
largers thans thes texts data.s Thes times iss verys importants 
factors fors thes images encryptions [1].s Twos levelss ofs 
times ares found,s thes firsts iss thes times tos encrypt,s ands 
thes others iss thes times tos transfers images.s Tos minimizes 
it,s thes firsts steps iss tos chooses as robusts ands easys 
methods tos implements cryptosystem.s Twos approachess ofs 
selects encryptions wheres wavelet-baseds methodss ares 
useds fors compressions [2].s Thes firsts attempt 
wass tos hides thes choices ofs filters,s whiles thes seconds 
approachs ofs selectives encryptions wass baseds ons wavelets 
packetss ands thes decompositions trees iss keeps secret.s 
Thes uses ofs genetics algorithms iss verys importants tools 
tos finds mores secures image,s wheres genetics algorithms 
givess suitables keys stream. 
 
4.1s Featuress ofs Images Encryptions Schemes 

Unlikes texts messages,s images datas haves theirs specials 
featuress suchs ass highs redundancy,s ands highs correlations 
amongs pixels.s Also,s theys ares usuallys huges ins size,s 
whichs togethers makess traditionals encryptions methodss 
difficults tos applys ands slows tos process.s Sometimes,s 
images applicationss haves theirs owns requirementss likes 
real-times processing,s fidelitys reservation,s images formats 
consistence,s ands datas compressions fors transmission,s etc.s 
Simultaneouss fulfillments ofs theses requirementss alongs 
withs highs securitys ands highs qualitys demandss hass 
presenteds greats challengess tos real-times imaging 
practice.s Fors studyings images encryption,s wes musts firsts 
analyzes thes differencess betweens implementationss fors 
images datas ands texts data.s Basically,s theres ares somes 
differencess betweens images ands texts ass followss [6]: 
1.s Whens thes ciphertexts iss produced,s its musts bes 
decrypteds tos thes originals plaintexts ins as fulls losslesss 
manner.s However,s thes cipherimages cans bes decrypteds 
tos thes originals plainimages ins somes lossys manner. 
2.s Texts datas ares sequencess ofs words.s Its cans bes 
encrypteds directlys bys usings blocks ors streams ciphers.s 
However,s digitals imagess ares usuallys representeds ass 2Ds 
arrays.s Fors protectings thes storeds 2Ds data,s theys musts 
bes converteds tos 1Ds arrays 
befores usings variouss traditionals encryptions techniques. 
3.s Sinces thes storages spaces ofs as pictures iss verys large,s 
its iss inefficients tos encrypts ors decrypts images,s directly.s 
Ones ofs thes bests methodss iss tos onlys encrypt/decrypts 
informations thats iss useds bys images compressions fors 
reducings boths itss storage 
spaces ands transmissions time. 
 
5.s Thes Encryptions Evaluations Metrics 
Ins thiss section,s wes wills discuss,s ins detail,s twos 
familiess ofs encryptions metrics;s thes firsts familys 
evaluatess thes abilitys ofs thes encryptions algorithms tos 
substitutes thes originals images withs uncorrelateds 
encrypteds image.s Ins Thiss family,s fives metrics,s whichs 
ares thes histograms deviations DH,s thes correlations 
coefficients rxy,s thes irregulars deviations DI,s the 
histograms uniformity,s ands as proposeds encryptions 
qualitys metric,s ares studied.s Thes seconds familys 
evaluatess thes diffusions characteristicss ofs thes encryptions 
algorithm.s Ins thiss family,s threes metrics,s whichs ares thes 
Avalanches effect,s NPCRs ands UACI,s ares studied. 
 
5.1s Thes Histograms Deviation 
Thes histograms deviations measuress thes qualitys ofs 
encryptions ins termss ofs hows its maximizess thes deviations 
betweens thes originals ands thes encrypteds imagess [79].s 
Thes stepss ofs calculatings thiss metrics are: 
1.s Estimates thes histograms ofs boths thes originals ands 
thes encrypteds images. 
2.s Estimates thes absolutes differences betweens boths 
histograms. 
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3.s Estimates thes areas unders thes absolutes differences 
curve,s divideds bys thes totals areas ofs thes image,s ass 
follows: 

퐷 =
( ∑ )

s s s s s s s s s s s s s s s s s s s s s s s s s s 
s s s s 1 

wheres dis iss thes amplitudes ofs thes absolutes differences 
curves ats thes grays levels i.s Ms ands Ns ares thes 
dimensionss ofs thes images tos bes encrypted.s Thes highers 
thes values ofs DHs is,s thes betters thes qualitys ofs thes 
encrypteds images [79]. 
Althoughs thiss measures ofs qualitys wills gives goods 
resultss abouts hows thes encrypteds images iss deviateds 
froms thes originals image,s its can'ts bes useds alones tos 
measures thes qualitys ofs encryptions ass its hass somes 
limitationss ass wills explaineds later. 
 
5.2s Thes Correlations Coefficient 
As usefuls measures tos assesss thes encryptions qualitys ofs 
anys images cryptosystems iss thes correlations coefficients 
betweens pixelss ats thes sames indicess ins thes plains ands 
thes ciphers imagess [79].s Thiss metrics cans bes calculateds 
ass follows: 

푟 = ( , )
( ) ( )

s s s s s s s s s s s s s s s s s s s 2 
wheres xs ands ys ares thes gray-scales valuess ofs twos 
pixelss ats thes sames indicess ins thes plains ands 
cipherimages.s Ins numericals computations,s thes followings 
discretes formulass cans bes used: 
퐸(푥) = ∑ 푥 s s s s s s s s s s s s s s s s s s s s s s s s s s s s 

s s s s s s 3 
퐷(푥) = ∑ (푥 − 퐸(푥)) ,s s s s s s s s s s s s s s s 4 

퐶푂푉(푥, s 푦) = ∑ (푥 s − 퐸(푥))(푦 s − 퐸(푦)),s s s s s s s s 
s s s s s s 5 

 
wheres Ls iss thes numbers ofs pixelss involveds ins thes 
calculations.s Thes closers thes values ofs xys rs tos zeros is,s 
thes betters thes qualitys ofs thes encryptions algorithm. 
 
5.3s Thes Irregulars Deviation 
Thes irregulars deviations measuress thes qualitys ofs 
encryptions ins termss ofs hows muchs thes deviations 
causeds bys encryptions (ons thes encrypteds image)s iss 
irregulars [10]. 
Thes stepss ofs calculatings thiss metrics are: 
1.s Calculates thes absolutes differences betweens thes 
encrypteds images ands thes originals image. 
2.s Estimates thes histograms Hs ofs thiss absolutes 
differences matrix. 
3.s Estimates thes means values MHs ofs thiss histogram. 
4.s Estimates thes absolutes ofs thes histograms deviationss 
froms thiss means values ass follows: 
퐻 (푖)= |퐻(푖) −푀 | 
Thes irregulars deviations DIs iss calculateds ass follows: 

퐷 =
∑ ( )s s s s s s s s s s s s s s s s s s s s s s s s s s 6 

Thes lowers thes values ofs DIs is,s thes betters thes 
encryptions quality. 
 
5.4s Thes Histograms Uniformity 
As histograms usess as bars graphs tos profiles thes 
occurrences ofs eachs grays levels ofs thes image.s Thes 
horizontals axiss representss thes gray-levels value.s Its 
beginss ats zeros ands goess tos thes numbers ofs grays levelss 
Eachs verticals bars representss thes numbers ofs timess ofs 
correspondings grays levels occurreds ins thes images [11]. 
Fors images encryptions algorithms,s thes histograms ofs thes 
encrypteds images shoulds haves twos properties 
1.s Its musts bes totallys differents ofs thes histograms ofs thes 
originals image. 
2.s Its musts haves as uniforms distribution,s whichs meanss 
thats thes probabilitys ofs existences ofs anys grays scales 
values iss thes same,s ands its iss totallys random.s Thiss tests 
wass mades usings thes MATLABs builts ins functions 
(imhist). 
 
5.5s Noises Immunity 
Thes noises immunitys reflectss thes abilitys ofs thes images 
cryptosystems tos tolerates noise.s Tos tests thes noises 
immunity,s noises withs differents signals tos noises ratioss 
(SNRs)s iss addeds tos thes encrypteds image,s ands thens 
thes decryptions algorithms iss performed.s Ifs thes decrypteds 
images iss closes tos thes originals image,s wes cans says thats 
thes cryptosystems ats hands iss immunes tos noise.s Thiss 
closenesss cans bes verifieds visuallys ors numericallys withs 
thes values ofs xyds rs ,s whichs representss thes correlations 
coefficients betweens thes originals images ands thes 
decrypteds image,s ands thes peaks signals tos noises ratios 
(PSNR)s ofs thes decrypteds image,s whichs iss defineds ass 
followss [79,s 85]s : 
푃푆푁푅s = s 10푥log ∑ ∑ |   ( ( , ) ( , ))|

s s s s 
s s s s s s s s s s s s s s s s 7 

 
wheres fs m,s ns iss thes originals images ands ,s ds fs ms ns 
iss thes decrypteds image. 
 
5.6s Thes Processings Time 
Thes processings times iss thes times requireds tos encrypts 
ands decrypts ans image.s Thes smallers thes processings 
times is,s thes betters thes encryptions efficiency. 
 
6.s Results ands Discussion: 
Thes proposeds algorithmss ares testeds ands evaluateds ons 
thes digitals images databases usings MATLAB.s Ins thiss 
works as watermarks images iss encrypteds usings chaotics 
unctions ands genetics algorithm.s Afters thats thes encrypteds 
watermarks images iss embeddeds intos thes originals image.s 
Finallys thes watermarkeds images iss produceds ands 
shown.s Thes Watermarkings parameterss cans bes testeds 
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afters extractings thes originals images froms thes waters 
markeds image.s Its cans bes observeds thats thes proposeds 
approachs preservess thes highs perceptuals qualitys ofs thes 
watermarkeds image. 
Ass as measures ofs thes qualitys ofs as watermarkeds image,s 
thes peaks signal-tos noises ratios (PSNR)s iss used.s Tos 
evaluates thes robustnesss ofs thes proposeds approach,s thes 
watermarkeds images iss testeds againsts differents kindss ofs 
attacks.s Fors comparings thes similaritiess betweens thes 
originals ands extracteds watermarks,s thes Pearson’ss 
correlations coefficients wass employed.s Afters studyings 
thes experimentals results,s its cans bes seens thats thes 
proposeds schemes significantlys outperformss thes twos 
compareds schemes.s Ins additions tos quantitatives 
measurement,s wes alsos needs thes visuals perceptionss ofs 
thes extracteds watermarks.s Thes constructeds watermarkss 
withs best-qualitys measurements ares showns ands wes cans 
finds thats ours schemes nots onlys cans successfullys resists 
differents kindss ofs attackss buts cans alsos restores 
watermarks withs highs perceptuals quality. 
Ins orders tos tests thes proposeds approachs ofs 
watermarkings algorithm,s as watermarks embeddings iss 
mades ofs as “Lena”s images ofs 256*256.Thes 
watermarkings iss as “pout”s image.s Thes resultss ares 
showns ins figures 1 

 

 

 

 

 
Figs 1:s (a)s iss originals image,s (b)s s originals 

watermarks image,s (c)s watermarks images afters chaoss 
withs optimizeds GAs encryption,s (d)s iss thes 

watermarks embeddeds images ands (e)s iss thes 
watermarks images afters extractions ands decryptions 

process. 
 
Ass as tests ofs thes embedding,s Peaks noises tos signals 
rationss (PSNR)s ands similaritys degrees ares chosens ass 
detections indexes.s Froms thes figures,s wes cans sees thats 
(d)s keepss as goods qualitys withs as PSNR=85.16dB.Wheres 
PSNRs iss highers thans 30dB;s its iss hards tos distinguishs 
betweens originals images ands thes reconstructeds one.s 
Figures (e)s iss alsos highlys similars tos originals 
watermarkings (NC=1.0).Theres iss nearlys nos visibles 
difference.s Sos thiss algorithms iss ofs goods invisibility. 
As goods encryptions algorithms iss ones ins whichs thes 
correlations coefficientss betweens pairss ofs encrypteds 
adjacents pixelss ares ats thes leasts possibles level.s Ins 
Figure(c)s correlations coefficients iss -0.2419s hences thiss 
algorithms alsos providess highers security. 
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Figs 2:s Modifieds DWTs coefficients afters encryptions 

(top)s ,Originals images ands images tos bes watermarkeds 
(bottom)s waters markeds image. 

 
Figs 3:s HLs ands LHs wavelets components (top)s SUVs 

components ofs LHs ands HLs (middles ands bottom) 
 

 
Figs 4:s Embeddings ofs watermarks W1s ands W2s withs 

S1s ands S2s (top),s modifieds USVs components afters 
embeddings watermarks images (middles ands bottom). 

 
Figs 5:Orignals images ands itss LL,LHs DWTs 

components (top).HL,LHs DWTs components ofs originals 
images ands encrypteds watermarks image(middle).W1s 

ands W2s partitions ofs watermarks image.(bottom) 
 

 
Figs 6:s Normalizations coefficients withs respects tos 

differents nosies level. 

 
Figs 7:s PSNRs values withs respects tos differents nosies 

level. 
5.s Conclusion: 

N
C

PS
NR
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Ins thiss works wes haves presenteds as joints image-
watermarkings techniques baseds ons DWTs ands SVDs s 
alongs withs encryptings watermarks images bys usings thes 
chaotics functions logistics maps ands genetics algorithms.s 
Heres thes watermarks iss embeddeds ons thes singulars 
valuess ofs thes covers image’ss DWTs subs bands.s Thes 
techniques fullys exploitss thes respectives features ofs theses 
twos transforms domains methods:s spatial-frequencys 
localizations ofs DWTs ands SVDs efficientlys representss 
intrinsics algebraics propertiess ofs ans image.s s Mains 
innovations ins thiss papers iss thats thiss iss thes firsts times 
genetics algorithmss ares useds ins thiss ways tos encrypts 
watermarks image.s Thes ideas ofs embeddings encrypteds 
watermarks images intos originals images iss tos provides 
mores protections ins image.s Experimentals resultss ofs thes 
proposeds techniques haves showns boths thes significants 
improvements ins imperceptibilitys ands thes robustnesss 
unders attacks.s Ins thiss work,s ans algorithms baseds ons 
DWT-SVDs ands GAs baseds chaoss images encryptions iss 
referred.s Thes securitys iss enhanceds bys randomizeds 
natures ofs genetics algorithms ands its alsos providess goods 
robustness.s  
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