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Abstract: Despitecthe rapid escalationcof cyber threats, 

therechas still been little researchcinto the foundations 

ofcthe subject orcmethodologies that couldcserve to guide 

InformationcSystems researchers andcpractitioners who 

dealcwith cyber security. Incaddition, little is 

knowncabout Crime-as-a-Servicec(CaaS), a criminal 

business model that underpinscthe cybercrime 

underground. This research gap and the practical 

cybercrime problems we face have motivated us to 

investigatecthe cybercrime underground economy by 

taking acdata analytics approachcfrom a design science 

perspective. To achievecthis goal, wecpropose (1) a data 

analysiscframework for analyzing theccybercrime 

underground, (2) CaaScand crime warec definitions, and 

(3) an associated classificationcmodel. In addition, we (4) 

develop ancexample application to demonstrate howcthe 

proposed framework andcclassification model could 

becimplemented in practice. We thencuse this application 

tocinvestigate the cybercrimec underground economy by 

analyzing aclarge dataset obtained fromcthe online 

hackingccommunity. By taking acdesign science 

researchcapproach, this studyccontributes to the 

designcartifacts, foundations, and methodologiescin this 

area. Moreover, itcprovides useful practicalcinsights to 

practitionerscby suggesting guidelinescas to how 

governmentscand organizations in allc industries can 

preparecfor attacks by thec cybercrime underground. 
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1. Introduction: 

As thecthreat posed bycmassive cyberattacks (e.g., 

ransomwarecand distributedcdenial of service attacksc 

(DDoS)) andccybercrimes hascgrown, 

individuals,corganizations, andc governments have struggled 

tocfind ways to defendcagainst them. Inc2017, 

ransomwarecknown as WannaCry was responsiblecfor nearly 

45,000 attackscin almost 100ccountries [1]. The 
explosivecimpact of cybercrime hascput governments 

undercpressure to increasec their cybersecuritycbudgets. 

United States PresidentcBarack Obamacproposed 

spendingcover $19 billion onc cybersecurity as partcof his 

fiscalcyear 2017 budget, ancincrease of more thanc35% since 

2016[2].  

Globalccyberattacks (such ascWannaCry andcPetya) are 

executedcby highly organizedccriminal groups, andcorganized 

orcnational-level crimecgroups have beencbehind many 

recentcattacks. Typically, criminalcgroups buy andcsell 

hacking tools andcservices on the cybercrimecblack market, 

wherein attackers share acrange of hacking-

relatedcinformation. Thisconline underground market is 

operated bycgroups of attackers, andcit in turn supports 
thecunderground cybercrimececonomy [3]. Theccybercrime 

undergroundchas thus emergedcas a new typecof organization 

thatcboth operates blackcmarkets and enablesccybercrime 

conspiracies toc flourish.  

Because organizedccybercrime requires anconline network to 

existcand to conduct itscattacks, it is highly dependentcon 

closed undergroundccommunities (e.g., Hackforumscand 

Crackingzilla). The anonymitycthese closed groupscoffer 

means thatccybercrime networks arecstructured differently 

thanctraditional Mafia-stylecheirarchies [4], which arec 

vertical, concentrated, rigid, andcfixed. In contrast, 
cybercrimecnetworks are lateral, diffusecfluid, andcevolving. 

Since cyberspace isca network ofcnetworks [5], thecthreat 

posed bycthe rise of highlycprofessional network-basedc 

cybercrime businesscmodels, such asc Crimeware-as-a-

Servicec(CaaS), remains mostlycinvisible tocgovernments, 

organizationscand individuals.  

Even thoughcInformation Systemsc(IS) researchers 

andcpractitioners are takingcan increasing interest 

inccybercrime, due tocthe critical issuescarising from 

thecrapid increase inccyber threats, few havecattempted to 

putcthis new interestcon a solid foundationcor developc 

suitable methodologies. Previouscstudies have notcanalyzed 
the underground economy behind cybercrime incdepth. 

Furthermore, littlecis known aboutcCaaS, one of thecprimary 

business models behindcthe cybercrime underground. 

Therecis an overall lack ofcunderstanding, bothcin research 

andcpractice, of thecnature of thiscunderground andcthe 

mechanismscunderlying it.  

This researchcgap, and the practical problems faced 

byccybercriminals, motivatescour study. We take acdata 

analyticscapproach and investigatecthe cybercrime 

economycfrom a design science perspective. Tocachieve 

thiscgoal, we (1) proposeca data analysiscframework 
forcanalyzing the cybercrime underground cto guide 

researcherscand practitioners; (2) definecCaaS and crimeware 

to better reflectctheir features fromcboth academic 

researchcand business practice perspectives; (3) use this 

tocbuild a classificationcmodel for CaaS andc crimeware; and 

(4) build ancapplication to demonstratechow the proposed 

framework and classificationcmodel could bec implemented in 

practice. Wecthen evaluate thiscapplication bycapplying it in a 

casecstudy, namelycinvestigating the cybercrimececonomy by 

analyzingca large dataset fromcthe online hacking community. 
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2. Review Literature:   

Althoughcboth academics andc practitioners havecrecently 

started toc devote more attentioncto CaaS, its fastcgrowing 

nature hascprevented them fromcreaching consensus onchow 

to define different typescof CaaS andccrimeware. As a 

resultcmost of the academiccresearch has borrowed the 

definitionscused by the businesscpractice literaturecleading to 
widelycvarying interpretations in differentcdisciplines. 

Givencthis ambiguity, wecapproach categorizingcCaaS and 

crimeware from ancRAT perspective (considering 

vulnerabilities as suitablectargets and preventive measures 

asccapable guardianscagainst crime) in a cybercrimec 

underground context. Incaddition, we redefinecCaaS and 

crimewarecbased on the definitionscused in existing research 

and practice. 

 

3. Classificationcof Crimeware Servicescand Products  

The definitionscof CaaS andccrimeware used in thecacademic 
and businessc practices literature, which form acbasis for 

ourcclassification model, suitablecfor the IS field. 

Wecreclassify CaaS and crimewarecin terms of thecsuitable 

targets (attackcstrategy/mode) andcabsence of capable 

guardiansc (preventivecmeasures) in a cybercrimec 

underground context.  

The differentcattack strategies/modescare associatedcwith 

RAT’s suitablectargets because vulnerable organizationsc 

products, and servicescmay suffer from attackscusing a variety 

of strategies. Inccontrast, preventivecmeasures are 

associatedcwith RAT’s absencecof capable guardians 

becausecencryption and VPNcservices, crypters, andcproxies 
are intended tocneutralize preventive measurescby bypassing 

anti-viruscand log monitoringcsoftware. 

 

4. BrutecForce AttackcServices 

A brute forcecattack is an attempt toclog in to an accountcand 

steal it bycrepeatedly trying random passwords. Suchcattacks 

often targetcless specific targets thancphishing or social 

engineering. Forcexample, an attackercmay try to log in 

usingcone of the system’scdefault usernames (e.g., “root”cor 

“admin”) bycsystematically trying allcpossible passwords. 

Wecthus define a brutecforce attack servicecas a service 
thatchacks accounts byctrying all possible passwords. 

 

5. Python 

Pythoncis a general-purposecinterpreted, interactive, 

objectcoriented, and high-level programmingclanguage. 

An interpreted languagec Python has a design philosophyc 

that emphasizes codec readability (notably usingc whitespace  

indentation to delimit codec blocks rather than curly 

bracketscor keywords), and a syntaxcthat allows programmers 

to expresscconcepts in fewer lines of codecthan might be used 

in languagescsuch as C++or Java. It provides constructs that 

enable clearcprogramming on both smallcand large scales. 
Pythonc interpreters are available for 

many operatingcsystems. CPython, the reference 

implementationcof Python, is open source softwarecand has a 

community-basedcdevelopment model, as docnearly all of its 

variant implementations. C Pythoncis managed by thecnon-

profit Python Softwarec Foundation. Python features 

acdynamic type system andcautomatic memory management. 

Itcsupports multiplec programming paradigms, including 

object-oriented, imperativecfunctional and procedural, and 

hasca large and comprehensivecstandard library. 

 

 
6. Django 
Djangocis a high-level Python Webcframework that 

encouragescrapid development and clean, pragmaticcdesign. 

Built by experiencedcdevelopers, it takes care of muchcof the 

hassle of Web development, socyou can focus on writingcyour 

app without needingcto reinvent the wheel. It’s free andcopen 

source. 

Django'scprimary goal is to ease theccreation of complex, 

databasecdriven websites. Django emphasizes reusability and 

"pluggability" of componentscrapid development, andcthe 

principle of don't repeatcyourself. Python is usedc throughout, 

even for settingscfiles and datacmodels.  

 
 

Django alsocprovides an optional administrative create, 

readcupdate and delete interfacecthat is generated 

dynamicallycthrough introspectioncand configured via 

admincmodels. 

 

7. Objectives 

1. InputcDesign is the process ofcconverting a user-

orientedcdescription of the input into a computer-

basedcsystem. This design iscimportant to avoid errorscin the 

data input process and show the correctcdirection to the 

https://en.wikipedia.org/wiki/Interpreted_language
https://en.wikipedia.org/wiki/Readability
https://en.wikipedia.org/wiki/Whitespace_character
https://en.wikipedia.org/wiki/Code_block
https://en.wikipedia.org/wiki/Source_lines_of_code
https://en.wikipedia.org/wiki/C%2B%2B
https://en.wikipedia.org/wiki/Java_(programming_language)
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/CPython
https://en.wikipedia.org/wiki/Reference_implementation
https://en.wikipedia.org/wiki/Reference_implementation
https://en.wikipedia.org/wiki/Open_source
https://en.wikipedia.org/wiki/Python_Software_Foundation
https://en.wikipedia.org/wiki/Dynamic_type
https://en.wikipedia.org/wiki/Memory_management
https://en.wikipedia.org/wiki/Programming_paradigm
https://en.wikipedia.org/wiki/Object-oriented_programming
https://en.wikipedia.org/wiki/Imperative_programming
https://en.wikipedia.org/wiki/Functional_programming
https://en.wikipedia.org/wiki/Procedural_programming
https://en.wikipedia.org/wiki/Standard_library
https://en.wikipedia.org/wiki/Reusability
https://en.wikipedia.org/wiki/Don%27t_repeat_yourself
https://en.wikipedia.org/wiki/Create,_read,_update_and_delete
https://en.wikipedia.org/wiki/Create,_read,_update_and_delete
https://en.wikipedia.org/wiki/Introspection_(computer_science)
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managementcfor getting correct informationcfrom the 

computerized system. 

2.   Itcis achieved by creatingcuser-friendly screens for 

thecdata entry to handle large volume ofcdata. The goal of 

designingcinput is to make data entryc easier and to be 

freecfrom errors. The datacentry screen is designed incsuch a 

way that all thecdata manipulates can be performed. Itcalso 

provides record viewingcfacilities. 

 

8. ProposedcSystem 

Thecgoal of our datacanalysis framework iscto conduct a 

bigcpicture investigation ofcthe cybercrime undergroundcby 

covering all phasescof data analysis fromcthe beginning to 

thecend. This frameworkccomprises four steps: (1) 

definingcgoals; (2) identifyingcsources; (3) selecting 

analyticalcmethods; and (4) implementingcan application. 

Becausec this study emphasizescthe importance ofcRAT for 

analyzingcthe cybercrime undergroundcthe proposed 

RATcbased definitions areccritical to this framework Steps 1–
4 allccontain the RATcelements.  

 

9. Naive BayescClassifier 

NaivecBayes is the Algorithm in Information Technology. 

Naïve Bayes a classificationcalgorithm for binary (twocclass) 

and multi-classcclassification problems. Thectechnique is 

easiest tocunderstand when describedcusing binary 

orccategorical input values. 

It isccalled naive Bayes or idiotc Bayes  because the 

calculationcof the probabilities forceach hypothesis isc 

simplified to make theirccalculation tractable. Rathercthan 

attempting toccalculate the valuescof each attributecvalue 
P(d1, d2, d3|h), theycare assumed to becconditionally 

independent given the targetcvalue and calculatedcas P(d1|h) * 

P(d2|H) andcso on. 

This is acvery strong assumptioncthat is most unlikelc in real 

data, i.e. thatcthe attributes docnot interact. Neverthelessc the 

approach performscsurprisingly well oncdata where 

thiscassumption does notc hold. 

 

10. ArchitecturecDiagram 

Thesecresults can be intuitively understood, enhancingcour 

understanding ofchow CaaS and crimewarecchange over time. 
Firstcbar graphs showcwhich of the selectedckeywords 

werecmost used within cthe givencperiod. Second, dailyctrend 

graphs showcthe frequencies withcwhich particularcCaaS and 

crimewarecitems are mentioned. These cboth serve 

tochighlight the changes in cybercrimecmarket trendsc over 

time. Althoughcthis application isc based on thec proposed 

classificationscit also allows newcCaaS and crimewarec items 

to be addedcthat have not yetcbeen classified. 

Thecgoal of our datacanalysis framework iscto conduct a big-

picturecinvestigation of the cybercrimecunderground by 

coveringcall phases of datacanalysis from thecbeginning to 

thecend. This framework comprises fourcsteps: (1) 
definingcgoals; (2) identifyingcsources; (3) selecting 

analyticalcmethods; and (4) implementing an application. 

Becausecthis study emphasizesc the importance ofcRAT for 

analyzingcthe cybercrime underground the proposed 

RATcbased definitions arec critical to thiscframework: 

Stepsc1–4 all contain the RATcelements.  

 

 
User 

 
 

 

 
 

11. Conclusion 

Wechave focused mainlycon building andcevaluating 

artifactscrather than on developingcand justifying theory: 

actionsc are usually consideredcto be the maincfocus of 

behavioralcscience. We have thereforecproposed two artifacts: 

a datacanalysis frameworkcand a classification model. We 
have alsoc conducted ancex-ante evaluation ofcour 

classification model’scaccuracy and anc ex-post evaluation of 
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itscimplementation usingcexample applications. Incline with 

thecinitiation perspective ofcDSR, these fourcexample 

applicationscdemonstrate the rangecof potential practical 

applications available tocfuture researchers andcpractitioners.  

Unlike previouscstudies that have presentedcgeneral 

discussions of acbroad range ofccybercrime; our study 

hascfocused primarily oncCaaS and crimecware from an 

RATcperspective. We have alsocproposed sets ofcdefinitions 
for differentctypes of CaaS (phishingcbrute forcecattack, 

DDoS attack, andc spamming, cryptingcand VPNcservices) 

and crimecware (drivecby download, botnets, 

exploitscransomware, rootkitsc Trojans, crypters, andcproxies) 

based oncdefinitions taken from bothcthe academiccand 

business practicecliterature. Based oncthese, we havecbuilt an 

RAT-basedcclassification model. Thiscstudy emphasizes 

thecimportance of RAT forcinvestigating the cybercrimec 

underground, so thesecRAT-based definitions areccritically 

important partsc of our framework. Incaddition, unlike priorc 

research that discussedcthe cybercrimec underground 
economy withoutcattempting to analyzecthe data, we 

havecanalyzed large-scalecdatasets obtained from the 

underground community.  

Lookingcat the CaaS andccrimeware trendscour results 

showcthat the prevalence ofcbotnets (attack-

relatedccrimeware) andcVPNs (preventive measures, related 

tocCaaS) has increased in 2017. Thiscindicates that attackersc 

consider both the preventivecmeasures taken bycorganizations 

and theirc vulnerabilities. The mostccommon potential 

targetcorganizations arec technology  companies 

(28%)cfollowed byccontent (22%), finance (20%)ce-

commerce (12%), and telecommunicationc (10%) companies. 
Thiscindicates that a widecvariety of companies inca range of 

industriescare becoming potentialctargets for attackerschaving 

become morec vulnerable due to theircgreater reliance 

onctechnology. 
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