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Abstract: The work is a way to deal with identify 

malevolent hubs by applying fuzzy rationale in Mobile 

adhoc systems. Security is a noteworthy worry in different 

situations of adhoc sensor system. Identification of 

malignant hubs frames a fundamental piece of a way to 

deal with security. The proposed work utilizes fuzzy 

rationale to recognize the assault and noxious conduct of 

hubs. The proposed work will recognize the assault over 

the system and in addition give the answer for lessen the 

execution time over the system. The goal of the work is to 

give security in Mobile Adhoc Network. The proposed 

work utilizes AODV calculation. This calculation infers 

some fuzzy standards which is actualized on the hubs in 

the system. 
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1. Introduction: 

Mobile Ad hoc NETworks (MANET) are the wireless 

networks of mobile computing devices without any support 

of a fixed infrastructure. The mobile nodes in a MANET self 

organize together in some arbitrary fashion. A MANET is an 

autonomous collection of mobile users that communicate 

over relatively bandwidth constrained wireless links. Since 

the nodes are mobile, the network topology may change 

rapidly and unpredictably over time. These networks can be 

applied between persons or between vehicles in areas which 

are depleted of fixed infrastructure. Two nodes can directly 

communicate with each other if they are within the radio 

range. If the nodes are not within the radio range they can 

communicate with each other using multi hop routing. The 

wireless link between the nodes in mobile networks is highly 

vulnerable. This is because nodes can continuously move 

causing the frequent breakage of the link. The power 

available for transmission is also strictly limited. The 

topology of the network is highly dynamic due to the 

continuous breakage and establishment of wireless link 

Nodes continuously move into and out of the radio range. 

This gives rise to the change in routing information. The 

network is decentralized; where all network activity including 

discovering the topology and delivering messages must be 

executed by the nodes themselves i.e. routing functionality 

will be incorporated into mobile nodes. MANET is more 

vulnerable than wired network due to mobile nodes, threats 

from malicious nodes inside the network. Because of 

vulnerabilities, MANET is more prone to malicious attacks. 

MANET has following vulnerabilities.  

 

2. Related Work: 

Yogita Danane, and Thaksen Parvat, (2015) [1] according 

to them PC security has turned into an imperative piece of the 

day today's life. Single PC frameworks as well as a broad 

system of the PC framework additionally requires security. In 

accomplishing the security of the frameworks, an Intrusion 

Detection System (IDS) assumes a huge part. IDS is a product 

that screens the PC arrange and identifies the suspicious 

exercises that happen in the frameworks or system. The 

procedure of interruption identification incorporates 

recognizing interruption. Interruption is a suspicious action 

endeavored by the aggressor. This work shows a fluffy 

hereditary way to deal with distinguishing system 

interruption. Work displays the aftereffects of the proposed 

framework regarding precision, execution time, and memory 

designation. To execute and measure the execution of the 

framework the KDD99 benchmark dataset is utilized. The 

KDD99 dataset is a benchmark dataset that analysts use in 

different system security explores. Hereditary calculation 

incorporates an advancement and gathering that uses a 

chromosome like information structure and add to the 

chromosomes utilizing determination, hybrid and change 

administrators. Fluffy guideline sorts system assault 

information. 

 

Salma Elhag, Alberto Fernández, Abdullah Bawakid, 

Saleh Alshomrani, and Francisco Herrera (2015) [2], they 

worked on the security approaches of data frameworks and 

systems that are intended for keeping up the honesty of both 

the secrecy and accessibility of the information for their 

trusted clients. Then again, various malignant clients break 

down the vulnerabilities of these frameworks keeping in mind 

the end goal to increase unapproved access or to trade off the 

nature of administration. Thus, Intrusion Detection Systems 

have been outlined keeping in mind the end goal to screen the 

framework and trigger alarms at whatever point they 

discovered a suspicious occasion. Ideal Intrusion Detection 

Systems are those that accomplish a high assault discovery 

rate together with a little number of false cautions. Be that as 

it may, digital assaults present a wide range of qualities which 

make them difficult to be appropriately distinguished by 

straightforward factual systems. As indicated by this, Data 

Mining methods, and particularly those situated in 

Computational Intelligence, have been utilized for actualizing 

strong and exactness Intrusion Detection Systems. In this 

work, we consider the utilization of Genetic Fuzzy Systems 

inside of a pairwise learning structure for the advancement of 

such a framework. The benefits of utilizing this methodology 

are twofold: to start with, the utilization of fluffy sets, and 

particularly semantic marks, empowers a smoother fringe 

between the ideas, and permits a higher interpretability of the 



International Journal of Research and Development in Applied Science and Engineering (IJRDASE) 

ISSN: 2454-6844 

 

Available online at: www.ijrdase.com Volume 24, Issue 1, 2024 

All Rights Reserved © 2024 IJRDASE 

standard set. Second, the separation and-vanquish learning 

plan, in which we differentiate all conceivable pair of classes 

with points, enhances the accuracy for the uncommon assault 

occasions, as it gets a superior distinguishableness between 

an ''ordinary movement'' and the diverse assault sorts. The 

integrity of our technique is upheld by method for a complete 

trial study, in which we differentiate the nature of our 

outcomes versus the best in class of Genetic Fuzzy Systems 

for interruption location and the C4.5 choice tree.  

 

The work entitled “Fuzzy Logic based Intruder Detection 

System in Mobile Adhoc Network” by Shadab Siddiqui, P. 

M. Khan and Muhammad Usman Khan (2014) [3], is an 

approach to detect malicious nodes by applying fuzzy logic 

in Mobile ad-hoc networks. Security is a major concern in 

various scenarios of adhoc sensor network. Detection of 

malicious nodes forms an essential part of an approach to 

security. The proposed work uses fuzzy logic to identify the 

attack and malicious behavior of nodes. The proposed work 

will identify the attack over the network as well as provide 

the solution to reduce the execution time over the network. 

The objective of the work is to provide security in Mobile 

Adhoc Network. The proposed work uses AODV algorithm. 

This algorithm implies some fuzzy rules which is 

implemented on the nodes in the network. The if-then rules of 

fuzzy will identify the malicious node in the network. The 

proposed work will do comparison between the performance 

parameters obtained from AODV with priority based Intruder 

detection system with AODV implementing fuzzy logic to 

identify malicious nodes. The results will show great 

improvement of AODV with fuzzy logic over the previous 

algorithm. The proposed scheme is implemented using 

Matlab & its results show its effectiveness. 

 

3. Methodology: 

Intrusion Detection System (IDS) has become a primary 

study area in Computer-based security. It is a well-known 

skill for enlightening and is used to protect data consistency 

and system accessibility throughout an intrusion. When a 

person tries to access an information structure in the system 

or does any illegal action, the action is known as an intrusion 

that further has two types, exterior, and interior. The exterior 

are those people who do not have authority to access the 

system information and still they try to obtain illegitimately 

with the help of different saturation techniques. While interior 

is those who have a legal permission to access system, but try 

to do illegal activities. Software bugs exploitation and miss 

configurations of the system cause intrusion. Sniffing 

unsecured traffic, password cracking, or utilizing the 

particular protocols design flaw are also some of the ways that 

cause intrusion. 

Any information system should accomplish three main 

principles for guarantee a correct access to the data, namely 

confidentiality, integrity and availability. Unfortunately, all 

networks could be the object of unauthorized accesses so that 

a strong security policy must be established for avoiding this 

violation of the prior principles [14]. The technology 

developed for this aim is known as IDS, which dynamically 

monitors logs and network traffic, applying detection 

algorithms to identify these potential intrusions within a 

network [13]. In particular, IDS can be split into two 

categories according to the detection methods they employ, 

including (1) misuse detection and (2) anomaly detection. 

Misuse detection systems use an established set of known 

attack patterns, and then monitor the net trying to match 

incoming packets and/or command sequences to the 

signatures of known attacks [22]. Hence, decisions are made 

based on the prior knowledge acquired from the model. 

Starting from a wide collection of cyber-attacks results in an 

extremely efficient system, comprising low false alarm rates. 

Additionally, the system administrator could reliably 

determine which attacks the system is experiencing 

immediately upon installation. This fact is the main 

advantage and, at the same time, the main drawback of this 

kind of system: maintaining a database for all of the possible 

attacks against a network is a tedious, if not impossible task 

in a modern computer network environment, limiting its 

accuracy when faced with the challenge of detecting new 

intrusive activities. 

 

Proposed work: 

The proposed work consists of four phases namely Path 

generation using AODV algorithm, applying Fuzzy logic, 

verification and detection of malicious nodes.  

 

Phase One: Path generation using AODV algorithm  

In this phase AODV algorithm is applied to generate path for 

route discovery. AODV uses all its features to generate the 

path from source to destination.  

 

Phase Two: Applying Fuzzy logic  

In this phase the generation of fuzzy rules takes place along 

with membership function. The fuzzy IF-THEN rules are 

applied in order to detect malicious node.  

 

Phase Three: Verification  

In this phase verification of IF-THEN rules takes place. The 

condition of IF statement verified by checking if the 

destination sequence number is much greater than source 

sequence number and if response time of node is greater than 

set threshold value then malicious node is detected  

 

Phase Four: Detection of malicious node  

In this phase we will be able to detect the malicious node by 

applying fuzzy rules. 

 
Fig 1: Proposed Fuzzy based IDS 

 

4. Result and Discussion: 

It is the time used by algorithm for execution 
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Figure 2: Displaying malicious nodes for a network 

distribution in 50*50 area 

 

Figure 2 shows the nodes of a MANET system distributed 

randomly in an area of 50x50 m area field. The S is the source 

node and it has to send data packet to destination D. In this 

case the routing system applies the fuzzy logic rules to detect 

the MALICIOUS node and it is shown in figure the malicious 

node that are found  here has id 8, 9  and 13 for present 

MANET status. Hence the proposed algorithm will reject the 

detected malicious nodes and thereafter applies the AODV 

protocol for establishing the route between S to D nodes. 

 

 
 

 Figure 3a: Line showing path from source to 

destination 

 

The nodes that are selected for the developed path are 

connected the show the determined route from source to 

destination as shown in figure 3 a. We can see that the 

selected path is going [S 3 17 15 D] for the network shown 

in figure 1. 

 
Figure 3b: Path from source to destination 

Figure 3 b shows the data transmission over the network 

along with the detected malicious nodes. It is evident that 

none of the malicious node is considered in the selected path 

developed by AODV routing modified search in hybrid of 

fuzzy logic rules. 

 

 

 
Figure 4: Graph displaying throughput 

 

5. Conclusion: 

The security of MANET has picked up ubiquity among 

examination region. The security issues are examined and we 

have dissected the security framework with our proposed 

model Intruder Detection System in MANET utilizing Fuzzy 

Logic. This model is extremely effective for securing against 

assaults. Our proposed model can locate the protected course 

and offers in identifying so as to keep some assistance with 

attacking in MANET the hub with succession no and limit 

esteem.  
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