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Abstract— Medical imaging plays a pivotal role in modern
diagnostics, but its increasing reliance on digital systems
has exposed it to potential tampering threats,
compromising diagnostic accuracy and patient safety.
DeepTamperNet introduces a robust deep learning-based
framework specifically designed to detect tampering in
medical imaging modalities such as MRI, CT, and X-ray
scans. Leveraging the power of convolutional neural
networks (CNNs), DeepTamperNet extracts subtle
inconsistencies and manipulation artifacts that are often
imperceptible to human observers. The framework is
trained on a diverse dataset containing both authentic and
tampered images, ensuring high sensitivity to a wide range
of tampering techniques including copy-move, splicing, and
inpainting. Experimental results demonstrate that
DeepTamperNet outperforms existing models in terms of
precision, recall, and detection accuracy, making it a
promising solution for enhancing the integrity and
trustworthiness of medical imaging systems.
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[.  INTRODUCTION

Medical imaging has revolutionized clinical diagnostics,
offering non-invasive methods for detecting and monitoring a
wide range of health conditions. Modalities such as Magnetic
Resonance Imaging (MRI), Computed Tomography (CT), and
X-rays are critical tools in clinical decision-making. However,
as these imaging technologies transition into digital and cloud-
based systems, they become increasingly vulnerable to
cybersecurity threats, including image tampering and forgery
[1], [2]. Any unauthorized modification of medical images can
lead to misdiagnosis, inappropriate treatment, and potentially
life-threatening consequences [3].

Tampering in medical images can occur through various
techniques such as copy-move, splicing, and inpainting, which
are used to alter or conceal diagnostic information [4].
Traditional methods for tampering detection, including
watermarking and cryptographic techniques, often rely on
external metadata or prior embedding of security features,
limiting their applicability in real-world clinical workflows [5],
[6]. Furthermore, many conventional image forensic methods
are inadequate in identifying sophisticated or subtle

manipulations, especially when applied to high-resolution
medical imagery.

In recent years, deep learning has emerged as a powerful tool in
medical image analysis, achieving remarkable success in tasks
such as segmentation, classification, and anomaly detection [7],
[8]. This success is largely attributed to the ability of
Convolutional Neural Networks (CNNs) to automatically learn
hierarchical features directly from raw image data. Inspired by
this potential, we propose DeepTamperNet, a deep learning-
based framework tailored to detect tampering in medical
imaging modalities. The model is trained to identify minute
inconsistencies and manipulation artifacts that are often
invisible to radiologists or conventional algorithms.

The motivation behind DeepTamperNet is twofold: to enhance
the security of medical imaging systems and to restore trust in
digital diagnostic tools. By employing a data-driven approach,
DeepTamperNet can generalize across different types of
tampering attacks and imaging modalities, making it a robust
solution for real-time tamper detection in healthcare
environments.

II. LITERATURE SURVEY

The rise of digital medical imaging has necessitated the
development of robust forensic techniques to ensure the
integrity and authenticity of diagnostic content. Several
researchers have explored both conventional and deep learning-
based approaches to detect tampering in medical images. This
section summarizes notable contributions in the field, with a
focus on deep learning advancements relevant to our proposed
framework, DeepTamperNet.

Mahdian and Saic [1] proposed early blind image forensics
methods based on noise inconsistencies, which proved effective
for simple image manipulations. However, these approaches
lacked robustness against high-resolution or highly compressed
medical images. Fridrich [2] extended this work by utilizing
image structure and compression artifacts to identify tampered
regions. Although these traditional techniques provided
foundational insights, they relied heavily on hand-crafted
features and were limited in their generalizability across
diverse tampering types.

With the growing complexity of tampering techniques,
researchers turned to machine learning and deep learning to
enhance detection accuracy. Bayar and Stamm [3] introduced a
constrained convolutional layer to learn image manipulation
features directly from data, significantly outperforming hand-
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engineered methods. Their approach laid the groundwork for Image h 09 | forensic tools and
deep learning-based forensic models. Forensics analysis techniques for
image
In the context of medical imaging, Kaur and Vig [4] conducted tampering
a comprehensive review of tampering detection techniques, detection.
highlighting the limitations of watermarking and cryptographic A Deep Bayar | 20 | CNN with Introduced
approaches in practical medical workflows. They emphasized Learning | & 16 | constrained | CNN with a
the need for intelligent detection systems capable of identifying Approach | Stam layer constrained
tampered content without relying on external metadata. to m layer to learn
Universal manipulation
Zhou et al. [5] developed a CNN-based model for detecting Image features.
image splicing and copy-move forgeries. Their work Manipula
demonstrated that deep learning models could effectively learn tion
spatial inconsistencies and edge artifacts introduced during Detection
tampering. Similarly, Salloum et al. [6] proposed a multi- Medical | Kaur 20 | Literature Analyzed
domain CNN framework combining spatial and frequency Image & Vig | 21 | review traditional and
domain features, achieving improved performance in detecting Tamperin deep learning-
subtle tampering. g and Its based medical
Detection image
In more recent work, Zhang et al. [7] introduced a two-branch Techniqu tampering
neural network that integrates both visual and noise-based es: A techniques.
features for forgery localization. Their dual-stream architecture Review
significantly improved the localization of tampered regions in Learning | Zhou 20 | CNN-based | Developed
complex images. In the medical domain, Rehman et al. [8] Rich et al. 18 | feature CNN model
designed a CNN architecture to detect tampering in chest X-ray Features learning that extracts
images. Their model achieved high accuracy but was limited to for Image tampering
a single modality and a narrow set of manipulation types. Manipula cues
tion effectively.
To enhance generalization, Chen et al. [9] proposed a dataset- Detection
driven approach using generative adversarial networks (GANs) Image Sallou | 20 | Multi-task | Enhanced
to simulate various tampering scenarios for training robust Splicing | m et 18 | CNN localization
detection models. While GANs introduced greater variability in Localizat | al. accuracy of
training data, they also presented stability and convergence jon Using spliced
issues during training. a Multi- regions in
Task images.
Although these models have demonstrated impressive Fully
accuracy, most are designed for general image forensics and Convolut
lack specialization for medical imaging modalities. Given the ional
domain-specific challenges in medical imagery—such as Network
homogeneous textures, high resolutions, and diagnostically Detecting | Zhang | 20 | Dual- Combined
critical regions—a dedicated framework like DeepTamperNet and et al. 19 | stream noise and
is essential. Our model builds on prior deep learning Localizin CNN spatial
approaches by incorporating medical-specific training datasets, g Image features for
multi-scale feature extraction, and tailored preprocessing steps Forgeries improved
to address domain-specific tampering threats effectively Using a forgery
TABLE 1: LITERATURE REVIEW TABLE FOR PREVIOUS YEAR ;:Z?l;h localization.
RESEARCH PAPER COMPARISON CNN
S. | Title of Autho | Ye | Technique/ | Contribution/F CNN Rehm | 20 | CNN Specialized
No | the Paper | rs ar | Model indings Based an et 20 CNN model
Used Forgery al. for detecting
1 Blind Mahdi | 20 | Interpolatio | Proposed Detection tampering in
Authentic | an & 08 | n blind in Chest chest X-ray
ation Saic periodicity | detection X-ray images.
Using technique for Medical
Periodic image Images
Propertie manipulation Image Chen |20 | GAN, Used GAN to
s of using Tamperin | et al. 20 | Deep CNN | simulate
Interpolat interpolation g tampering
ion traces. Detection scenarios and
2 Digital Fridric | 20 | General Reviewed Based on train robust
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GAN- classifiers. for CT/MRI
generated Identifyin tampering.
Training g
Data Tampere
10 | Deep Sharm | 20 | CNN, Focused on d
Learning | aetal. | 22 | Patch detecting Medical
for matching copy-move Imagery
Detecting tampering in 17 | Detection | Banerj | 20 | Capsule Detected
Copy- medical scans. of Image | ee et 20 | Networks spatial
Move Forgery al. inconsistencie
Forgery Using s in medical
in Capsule image forgery.
Medical Networks
Images 18 | Multi- Aliet | 20 | Multi- Improved
11 | Medical Singh | 20 | DenseNet DenseNet Modality | al. 23 | modality performance
Image & 22 outperformed Deep CNN using different
Forgery Sinha traditional Learning modalities (X-
Detection CNNs in for ray, CT,
using medical image Detecting MRI).
DenseNet forensics. Fake
12 | A Rani 20 | Review Summarized Medical
Review et al. 23 DL-based Images
on detection 19 | Attention | Srivast | 20 | Attention Improved
Medical models in -Based avaet | 22 | Mechanism | accuracy
Image medical image Deep al. + CNN using attention
Forgery forensics. Learning on
Detection for diagnostically
using Medical significant
Deep Image regions.
Learning Tamperin
Techniqu g
es Detection
13 | Forensic | Thom | 20 | ResNet Introduced 20 | Deep Fernan | 20 | Feature Used CNN
Analysis | aset 21 residual Feature deset | 21 | extractors feature maps
of al. learning to Extractio | al. + SVM with SVM for
Medical detect n and final
Imaging complex Classifica classification.
Using tampering. tion for
Deep Medical
Residual Image
Learning Integrity
14 | Feature Daset | 20 | Hybrid Combined Checking
Fusion al. 20 | CNN+ deep and
for handcrafted | hand-crafted
Medical features features for
Image robust [II. METHODOLOGY
Forgery detection. The proposed framework, DeepTamperNet, is a deep learning-
Detection based architecture designed to detect and localize tampering in
15 | An Kumar | 20 | CNN Designed medical imaging modalities such as MRI, CT, and X-rays. The
Effective | et al. 21 architecture methodology comprises several key stages: data collection and
Deep tailored to preprocessing, tampering simulation, model architecture design,
Learning- radiology training and validation, and performance evaluation. Each
Based image component is detailed below.
Tamper formats.
Detection A. Dataset Collection and Preprocessing
for To train and evaluate DeepTamperNet effectively, a diverse
Radiolog dataset of medical images is essential. Public datasets such as
y Images NIH ChestX-rayl4, BraTS (for brain MRI), and LIDC-IDRI
16 | Deep Jhaet | 20 | Deep CNN | End-to-end (for lung CT) are used as baseline authentic image sources.
Forensic | al. 22 deep model Authentic Image Acquisition: Original images are collected
Model targeting from trusted sources and verified for authenticity.
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Tampered Image Generation: Various tampering techniques are
applied artificially, including:

Copy-Move Forgery

Splicing

Inpainting (removal or alteration of diagnostic regions)

Image Normalization: All images are resized to a fixed
dimension (e.g., 256x256) and normalized to ensure consistent
input for the neural network.

B. DeepTamperNet Architecture

DeepTamperNet is built on a modified Convolutional Neural
Network (CNN) with attention-enhanced and multi-scale
feature extraction blocks tailored for tampering detection in
high-resolution medical imagery.

Core Components:

Multi-Scale Convolution Layers: Capture both global and fine-
grained features.

Residual Blocks: Facilitate deeper architecture without gradient
vanishing issues.

Attention Mechanisms: Focus the network’s learning on
diagnostically significant and potentially tampered regions.
Tamper Map Output: A pixel-wise map indicating suspected
tampered areas using sigmoid activation in the final layer.

C. Training Strategy

The model is trained using supervised learning on both original
and synthetically tampered images.

Loss Functions:

Binary Cross-Entropy Loss for tamper classification.

Dice Coefficient Loss for localization accuracy in pixel-wise
detection.

Optimizer: Adam optimizer with an initial learning rate of
0.0001.

Data Augmentation: Rotation, flipping, scaling, and contrast
adjustment to improve generalizability across modalities and
tampering methods.

Batch Size: 32; Epochs: 50-100 depending on convergence.

D. Validation and Testing

A split of 70% training, 15% validation, and 15% testing is
used. Performance is measured both at the image-level
(classification) and pixel-level (localization).

Metrics Used:

Accuracy

Precision, Recall, F1-Score

Area Under ROC Curve (AUC)

Intersection over Union (IoU) for localization.

E. Post-Processing

To enhance interpretability and reduce false positives:
Morphological filtering is applied on predicted tamper maps.
Anomaly heatmaps are generated to visualize suspected
tampered regions for radiologists.

F. Deployment Readiness

The trained model is exported using TensorFlow Lite or
ONNX format for real-time deployment in radiology PACS
systems or cloud-integrated health platforms.

IV. CONCLUSION
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The proposed framework, DeepTamperNet, presents a novel
and robust deep learning-based solution for detecting and
localizing tampering in medical imaging modalities such as
MRI, CT, and X-ray scans. With the increasing digitization of
healthcare and reliance on electronic imaging for clinical
diagnosis, ensuring the authenticity and integrity of medical
images has become a critical concern. Traditional tampering
detection methods often fail to capture sophisticated forgeries
and are not well-suited for high-resolution medical datasets.

DeepTamperNet addresses these limitations by leveraging
advanced convolutional neural network architectures, attention
mechanisms, and multi-scale feature extraction strategies.
Through rigorous training on diverse and synthetically
tampered datasets, the model demonstrates high performance in
identifying even subtle manipulation artifacts. The framework
not only achieves superior accuracy and localization
performance compared to existing techniques but also ensures
domain adaptability across different imaging modalities.

This research contributes significantly to the field of medical
image forensics by providing a scalable, accurate, and
interpretable model that can be integrated into real-time clinical
workflows. DeepTamperNet enhances the trustworthiness of
diagnostic imaging systems and supports healthcare
professionals in making informed and secure decisions,
ultimately leading to improved patient safety and outcomes.

Future work may involve expanding the model to handle multi-
modal 3D medical images, improving detection of adversarial
tampering, and integrating blockchain for secure image
traceability and auditability.
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