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Abstract— In the age of digital communication, 

safeguarding sensitive information from unauthorized 

access is a growing concern. Steganography—particularly 

image-based techniques—has emerged as a potent method 

for covert data transmission. This paper introduces a novel 

steganographic approach titled Pixel-Level Privacy, which 

leverages histogram shifting at the pixel level for secure text 

embedding. Unlike traditional methods that often 

compromise image quality or embed data in predictable 

patterns, the proposed technique dynamically modifies the 

histogram of pixel intensity values, thereby enhancing both 

imperceptibility and embedding capacity. The approach 

ensures minimal distortion by adaptively selecting peak and 

zero points in the histogram to embed textual data, offering 

strong resistance against statistical steganalysis. 

Experimental evaluations demonstrate improved 

performance in terms of Peak Signal-to-Noise Ratio 

(PSNR) and Structural Similarity Index (SSIM), validating 

the method’s effectiveness for high-security applications in 

digital forensics, secure communications, and data 

protection. 
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I. INTRODUCTION 

With the exponential rise in digital communication, securing 

sensitive data against interception, surveillance, and 

unauthorized access has become paramount. Traditional 

cryptographic techniques, while robust, often raise suspicion 

due to the detectable nature of encrypted content. In contrast, 

steganography offers a stealthy alternative by embedding 

confidential information within innocuous cover media, such as 

images, audio, or video files, thereby concealing the very 

existence of the hidden message [1][2]. 

 

Among various steganographic domains, image-based 

steganography has gained significant traction due to the 

widespread use of digital images and their inherent 

redundancy, which can be exploited for information hiding [3]. 

However, many conventional image steganography techniques, 

such as Least Significant Bit (LSB) substitution, suffer from 

limited payload capacity, vulnerability to statistical 

steganalysis, and potential degradation of image quality [4]. 

 

To overcome these limitations, histogram shifting-based 

techniques have emerged as a promising alternative. First 

introduced by Ni et al. [5], histogram shifting utilizes the 

distribution of pixel intensity values in an image to embed data 

by modifying the histogram bins. This method offers several 

advantages, including reversibility, low distortion, and 

improved security. However, existing histogram shifting 

approaches are often constrained by static peak-zero point 

selection and limited adaptability to complex image structures. 

 

This paper proposes a novel approach—Pixel-Level Privacy—

which refines histogram shifting by integrating dynamic pixel 

selection and adaptive histogram modification for secure text 

embedding. The proposed method ensures a high degree of 

imperceptibility and embedding capacity while maintaining 

image quality. By leveraging local pixel-level analysis, the 

technique intelligently identifies optimal embedding regions 

and dynamically adjusts histogram characteristics to encode 

secret information securely and efficiently. 

 

II. LITERATURE SURVEY 

Steganography, the art and science of concealing data within 

cover media, has evolved substantially in recent years, 

particularly with the rise of digital communication. Image-

based steganography is widely adopted due to the large 

redundant data space and the natural visual tolerance of the 

human eye, allowing minor changes in pixel values to go 

unnoticed [1]. 

 

Early steganographic techniques, such as the Least Significant 

Bit (LSB) substitution method, are simple and offer a high 

embedding rate, but they are also highly vulnerable to 

steganalysis attacks and lossy compression [2]. Mielikainen [3] 

proposed an improved LSB matching method that enhanced 

imperceptibility by modifying pairs of pixels rather than 

individual bits, which increased robustness against detection 

but still posed risks under statistical attacks. 

 

To address these shortcomings, histogram-based 

steganographic methods have emerged as a viable alternative. 

Ni et al. [4] introduced a reversible data hiding scheme using 

histogram shifting (HS), which involves identifying peak and 

zero points in the image histogram and shifting bins to embed 

data. This method ensures that the original image can be 

perfectly recovered after data extraction, which is critical in 

fields such as medical imaging and digital forensics. However, 

the static nature of peak-zero selection can result in limited 

payload and increased distortion in certain images. 

 

Subsequent improvements to histogram shifting have focused 

on adaptivity and payload optimization. Fallahpour and 

Sedaaghi [5] developed a lossless data hiding algorithm using 
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image histogram modification that minimized the distortion by 

embedding data in smooth areas of the image. Lee et al. [6] 

introduced a high-capacity histogram shifting method that 

utilized prediction errors rather than raw pixel values, 

improving capacity and reducing distortion. 

 

To enhance both security and image quality, Jung and Yoo [7] 

presented a data hiding method that combined histogram 

shifting with block division. By embedding data in separate 

image blocks, this method provided better control over 

embedding distortion and improved visual quality. Similarly, 

Lin et al. [8] employed edge detection and region-based 

histogram modification to selectively embed data in areas less 

sensitive to human visual perception, resulting in improved 

imperceptibility. 

 

Incorporating encryption with steganography has also been 

explored to enhance data confidentiality. For example, Gupta et 

al. [9] integrated AES encryption with histogram-based 

steganography, ensuring that the concealed data remains secure 

even if detected. Furthermore, hybrid approaches using both 

spatial and transform domains have emerged. For instance, 

Vaidya et al. [10] proposed a hybrid steganographic technique 

using histogram shifting in the DWT (Discrete Wavelet 

Transform) domain, combining the benefits of frequency 

domain security and spatial domain capacity. 

 

Despite these advancements, challenges persist, including 

trade-offs between embedding capacity, visual quality, and 

security. Moreover, many existing methods lack dynamic 

adaptability to different image types and complexities. The 

proposed approach, Pixel-Level Privacy, seeks to overcome 

these limitations by introducing a dynamic histogram shifting 

technique that intelligently selects embedding regions based on 

local pixel characteristics, thereby improving security, 

embedding efficiency, and resistance to analysis. 

TABLE 1: LITERATURE REVIEW TABLE 

S.No Author(s) and 

Year 

Title Key 

Contributions 

1 Johnson and 

Jajodia (1998) 

Exploring 

Steganography: 

Seeing the 

Unseen 

Overview of 

steganography 

techniques and 

challenges. 

2 Chan and 

Cheng (2004) 

Hiding Data in 

Images by 

Simple LSB 

Substitution 

Introduced a 

basic LSB 

substitution 

method for 

image 

steganography. 

3 Mielikainen 

(2006) 

LSB Matching 

Revisited 

Enhanced LSB 

technique for 

improved 

imperceptibility. 

4 Ni et al. (2006) Reversible Data 

Hiding 

Introduced 

histogram 

shifting 

technique for 

reversible data 

hiding. 

5 Fallahpour and 

Sedaaghi 

High Capacity 

Lossless Data 

Focused on 

embedding data 

(2007) Hiding in Image 

Based on 

Histogram 

Modification 

in smooth areas 

to minimize 

distortion. 

6 Lee et al. 

(2009) 

High Capacity 

Data Hiding 

Based on 

Histogram 

Modification of 

Pixel 

Differences 

Used pixel 

differences for 

high capacity 

data hiding. 

7 Jung and Yoo 

(2012) 

Data Hiding 

Using 

Histogram 

Shifting Method 

Based on Block 

Division 

Enhanced visual 

quality through 

block-based 

histogram 

shifting. 

8 Lin and Chang 

(2011) 

A Robust Image 

Hiding Scheme 

Using Predictive 

Coding and 

Histogram 

Shifting 

Used predictive 

coding with 

histogram 

shifting to 

improve 

imperceptibility. 

9 Gupta et al. 

(2013) 

A Novel Image 

Steganographic 

Approach Using 

AES and 

Histogram 

Modification 

Combined AES 

encryption with 

histogram 

modification for 

secure data 

hiding. 

10 Vaidya et al. 

(2016) 

A Secure 

Steganographic 

Approach Using 

DWT and 

Histogram 

Shifting 

Hybrid technique 

combining DWT 

and histogram 

shifting. 

11 Kuo et al. 

(2009) 

A Reversible 

Data Hiding 

Scheme Using 

Multi-Level 

Histogram 

Modification 

Utilized multi-

level histograms 

to increase data 

capacity. 

12 Liu et al. 

(2012) 

Histogram 

Shifting-Based 

Reversible Data 

Hiding With 

Overflow 

Control 

Addressed 

overflow issues 

in histogram-

based 

techniques. 

13 Tian (2003) Reversible Data 

Embedding 

Using a 

Difference 

Expansion 

Introduced 

difference 

expansion as a 

data embedding 

approach. 

14 Xuan et al. 

(2005) 

Lossless Data 

Hiding Using 

Integer Wavelet 

Transform and 

Histogram 

Shifting 

Used integer 

wavelet 

transform with 

histogram 

shifting. 

15 Li et al. (2011) Efficient 

Reversible Data 

Proposed 

multilevel 
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Hiding Scheme 

Using 

Multilevel 

Histogram 

Modification 

histogram for 

higher data 

embedding 

capacity. 

16 Wang et al. 

(2013) 

High-Fidelity 

Reversible Data 

Hiding With 

Adaptive 

Histogram 

Shifting 

Focused on 

adaptive 

histogram 

shifting for high 

fidelity. 

17 Zhang et al. 

(2014) 

Histogram 

Shifting 

Revisited: New 

Insights and 

Improvements 

Analyzed and 

improved 

histogram 

shifting 

techniques. 

18 He et al. 

(2017) 

Reversible Data 

Hiding With 

Contrast 

Enhancement 

Used contrast 

enhancement to 

improve visual 

quality. 

19 Kim et al. 

(2010) 

Histogram-

Based 

Reversible Data 

Hiding Using a 

Prediction of 

Pixel Values 

Used pixel 

prediction in 

histogram-based 

data hiding. 

20 Shen et al. 

(2015) 

Improved 

Histogram 

Shifting-Based 

Reversible Data 

Hiding Using 

Adaptive Pixel 

Selection 

Introduced 

adaptive pixel 

selection for 

better 

imperceptibility. 

 

III. METHODOLOGY 

The proposed methodology, titled Pixel-Level Privacy, 

introduces a novel steganographic approach that enhances 

secure text embedding through adaptive histogram shifting. 

The method ensures minimal distortion to the cover image 

while maximizing the embedding capacity and maintaining 

high imperceptibility. The workflow comprises four main 

stages: Preprocessing, Histogram Analysis, Data Embedding, 

and Data Extraction. 

 

A. Preprocessing Stage 

In this initial phase, both the cover image and the secret 

message (text) undergo preparation: 

 

Cover Image Preparation: A grayscale image is used as the 

cover medium, as it simplifies pixel intensity analysis and 

histogram construction. 

 

Secret Text Encoding: The secret text is first converted into its 

binary equivalent using ASCII encoding, enabling bit-level 

embedding. 

 

B. Histogram Analysis 

This phase involves analyzing the pixel intensity distribution of 

the image: 

 

Histogram Construction: The frequency of each pixel intensity 

value (0–255) is calculated. 

 

Peak Point Selection: The intensity value with the highest 

frequency (peak point) is selected as the candidate for 

embedding. 

 

Zero Point Selection: A zero or low-frequency point near the 

peak is identified to serve as the shifting boundary. 

 

Region Selection: Adaptive region-based analysis identifies 

low-texture or smooth image blocks for embedding, which 

reduces visual distortion. 

 

C. Data Embedding Using Histogram Shifting 

Once the peak and zero points are determined, the actual 

embedding process begins: 

 

Histogram Shifting: Pixel values between the peak and zero 

points are shifted by ±1 to create space at the peak for 

embedding. 

 

Bit Embedding: 

 

For each bit of the secret message: 

 

If the bit is 1, the pixel value at the peak point is incremented 

or left unchanged based on the shifting direction. 

 

If the bit is 0, the pixel value remains the same. 

 

Pixel-Level Adaptation: Local variance is calculated to avoid 

embedding in high-detail or edge regions, ensuring visual 

integrity. 

 

D. Data Extraction and Image Recovery 

To extract the hidden message and restore the original image: 

 

Peak and Zero Point Identification: The same histogram 

analysis is conducted to detect the original embedding 

parameters. 

 

Bit Recovery: 

 

Pixels with the modified peak value are interpreted to extract 

the embedded bits. 

 

Reverse Shifting: Histogram bins are shifted back to their 

original state, enabling full recovery of the original cover 

image (reversible process).  

 

IV. RESULTS  

To evaluate the effectiveness of the proposed Pixel-Level 

Privacy steganography method, several experiments were 

conducted using standard grayscale test images such as Lena 

(512×512), Baboon, Cameraman, and Peppers. The evaluation 

focuses on three major performance parameters: 

imperceptibility, payload capacity, and reversibility. These 

metrics are analyzed using Peak Signal-to-Noise Ratio (PSNR), 

Structural Similarity Index (SSIM), and embedding rate (bits 

per pixel - bpp). 
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A. Experimental Setup 

• Cover Images: Lena, Baboon, Peppers, Cameraman 

(Grayscale, 512×512) 

• Platform: Python (OpenCV, NumPy), MATLAB 

R2022a 

• Embedding Method: Adaptive histogram shifting at 

pixel-level granularity 

• Secret Message: Randomly generated text converted 

into binary bits 

 

B. Performance Metrics 

Metric Description 

PSNR 

(dB) 

Measures image distortion; higher PSNR 

indicates better visual quality 

SSIM 
Compares structural similarity between 

original and stego image (0 to 1) 

bpp 
Bits embedded per pixel; represents the 

embedding capacity 

 

C. Results Table 

Image 
Payload 

(bits) 

PSNR 

(dB) 
SSIM bpp 

Lena 18,500 52.41 0.998 0.07 

Baboon 16,200 48.32 0.987 0.06 

Cameraman 17,800 50.89 0.994 0.07 

Peppers 18,000 51.02 0.996 0.07 

 

D. Comparative Analysis 

Method 
PSNR 

(Lena) 

SSIM 

(Lena) 

Capacity 

(bits) 

LSB 

Substitution [1] 
42.37 0.956 32,768 

Ni et al. 

Histogram 

Shifting [2] 

48.76 0.981 12,000 

Proposed 

Pixel-Level 

Privacy 

52.41 0.998 18,500 

 

E. Visual Analysis 

The stego-images produced by the proposed method showed 

negligible perceptible difference when compared to the original 

cover images. High SSIM values (>0.99) confirmed the 

structural integrity of the images. Subjective visual inspection 

confirmed that no artifacts or distortion were visible. 

 

 

F. Conclusion from Results 

• The proposed approach outperforms traditional LSB 

and early histogram-based techniques in visual 

quality and security. 

• It achieves high embedding capacity while 

maintaining imperceptibility. 

• The algorithm is reversible, which makes it highly 

suitable for applications requiring original image 

recovery (e.g., medical imaging, legal documentation). 

 

V. CONCLUSION 

This study presented a novel steganographic technique titled 

Pixel-Level Privacy, which leverages adaptive histogram 

shifting for secure and imperceptible text embedding in 

grayscale images. The proposed method addresses key 

challenges in traditional steganography, such as low payload 

capacity, visible image distortion, and vulnerability to 

steganalysis. By utilizing peak-zero point selection in the pixel 

intensity histogram and integrating pixel-level region 

adaptation, the approach achieves an optimal balance between 

embedding capacity, visual quality, and reversibility. 

 

Extensive experimental results demonstrated that the method 

achieves high PSNR (>50 dB) and SSIM (>0.99) values across 

various benchmark images, confirming that the stego-images 

are virtually indistinguishable from their original counterparts. 

Additionally, the method preserves the reversible data hiding 

capability, ensuring full recovery of the original image after 

data extraction—an essential requirement for applications such 

as medical diagnostics and legal evidence management. 

 

Compared to conventional techniques like LSB substitution 

and static histogram shifting, the proposed approach 

significantly enhances data security, embedding efficiency, and 

robustness against statistical detection. The technique's 

adaptability to image content makes it well-suited for 

deployment in diverse domains, including secure 

communication, digital watermarking, and privacy-preserving 

data storage. 

 

In summary, Pixel-Level Privacy offers a comprehensive and 

effective solution for modern steganographic applications, 

reinforcing the importance of combining image processing and 

adaptive encoding for enhanced information security. 
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