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Abstract: This abstract presents a comparative study on
enhancing network intrusion detection systems (NIDS) using
Support Vector Machines (SVM) with various feature selection
techniques. By evaluating SVM-based NIDS on benchmark
datasets like SCVIC-APT-2021, we analyze the impact of
feature selection on detection accuracy, computational
efficiency, and scalability. Our findings highlight the
significant influence of feature selection methods on SVM
performance, offering insights into their effectiveness and
trade-offs. This study provides valuable guidance for
practitioners and researchers in optimizing intrusion detection
systems, contributing to the advancement of network security
against evolving cyber threats.
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I. Introduction

The swift growth of digital networks and the growing intricacy
of cyberattacks have elevated network security to a top priority for
enterprises worldwide. Network intrusion detection systems, or
NIDS, are essential for protecting networks from malicious
activity, illegal access, and data breaches. Network intrusion
detection systems (NIDS) scan network traffic in order to spot
patterns that point to possible security risks. Conventional
techniques, including signature-based detection, work well against
known threats but have trouble identifying new or developing
attacks [1]. Due to their stability and high accuracy in binary
classification tasks, Support Vector Machines (SVM) have
emerged as a preferred choice in machine learning-based
approaches that have been prompted by this constraint.

Support Vector Machines (SVM) provide an adaptable
architecture that uses anomaly and pattern recognition to identify
recognized as well as undiscovered threats. However, the caliber
of the feature set utilized for training and classification has a
significant impact on the effectiveness of SVM-based NIDS.
Feature selection is essential for increasing the precision and
effectiveness of SVM models since it minimizes overfitting,
lowers noise, and enhances generalization [17].

This work aims to investigate and contrast several feature
selection methods to identify the best strategy for SVM-based
NIDS. We seek to determine the best feature selection strategy that
strikes a balance between computational efficiency and detection

accuracy by looking at popular approaches like Principal
Component Analysis (PCA), Recursive Feature Elimination
(RFE), and information gain-based techniques [22]. [20]. We will
evaluate various feature selection techniques using a benchmark
dataset to determine how they affect important performance
measures such as accuracy, precision, recall, and F1-score.

The findings of this research will give cybersecurity
professionals useful advice for enhancing network security by
shedding light on the development and application of SVMbased
NIDS. Through the identification of the most efficient feature
selection methods, [5] we hope to support further efforts to fortify
networked environments’ security posture against dynamic cyber
threats.

II. Related Works

The field of network intrusion detection has witnessed
significant advancements with the integration of machine learning
techniques. Among the various approaches, Support Vector
Machines (SVM) have gained prominence for their robust
classification capabilities, particularly in identifying complex
patterns [3] indicative of security threats. This section reviews the
current state of research on SVM-based intrusion detection and
highlights studies focused on feature selection techniques to
improve the efficiency and accuracy of these systems.

A. Support Vector Machines in Intrusion Detection

Because Support Vector Machines (SVM) can establish distinct
decision boundaries even in high-dimensional data fields, they are
frequently employed for network intrusion detection. A
foundational study [9] demonstrated that SVM could effectively
classify normal and anomalous network traffic with high accuracy.
This led to a surge in SVMbased intrusion detection applications,
where the algorithm’s flexibility in handling non-linear
relationships became a key advantage.

Subsequent research has explored different configurations of
SVM, such as varying kernel functions and adjusting
hyperparameters, to improve the detection performance. Studies
like [6] have shown that the choice of kernel (linear, polynomial,
RBEF, etc.) can significantly impact classification accuracy. [13]The
need for computational resources and real-time detection
capabilities, however, remains a challenge, highlighting the
importance of optimizing the feature selection process.
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B. Feature Selection Techniques

Feature selection is a critical component in machine learning-
based intrusion detection, as it determines which aspects of the data
are most relevant for classification. Several techniques have been
employed to select the most informative features for SVM-based
intrusion detection.

. Principal Component Analysis (PCA): Main component
analysis (PCA) is a dimension reduction method that converts
characteristics into main components according to their
variance. Studies like [S] have used PCA to reduce the feature
space while retaining the most significant information. This
approach can enhance the efficiency of SVM-based models
but might result in a loss of some detailed information.

- Recursive Feature Elimination (RFE): RFE iteratively
removes less important features based on a predefined metric.
Research by [16] indicates that RFE can improve SVM’s
accuracy by focusing on the most relevant features,
potentially leading to more efficient models

. Information Gain-Based Techniques: This approach evaluates
features based on the information they provide in relation to
the target variable. Studies such as [19]have used information
gain to rank and select features for SVM, yielding promising
results in terms of accuracy and model efficiency

C. Hybrid Approaches and Challenges

Recent studies have explored hybrid approaches that combine
multiple feature selection techniques to enhance SVMbased
intrusion detection. These studies [2] suggest that hybrid methods
can balance accuracy and efficiency, providing a more robust
solution for detecting both known and emerging threats.

However, challenges remain, including the need for ongoing
model adaptation, the risk of overfitting, and the computational
overhead associated with real-time detection. [12] This paper seeks
to build on the existing research by conducting a comprehensive
comparative analysis of different feature selection techniques for
SVM-based intrusion detection, aiming to identify the most
effective strategies for real-world applications.

III. Literature Review and Methodology
A. Dataset Description

Based on research conducted in [18] the dataset SCVICAPT-
2021is one of the most recent benchmark datasets of
2022 for identifying Advanced Persistent Threats (APT) in
network traffic. The dataset comprises 84 characteristics totaling
315,607 rows of data. Six class labels make up the target label,
according to the dataset description. Data exploitation, first
compromise, lateral movement, normal traffic, reconnaissance,
and pivoting are the fundamentals for their selection of common
attack plans. These strategies are based on the global knowledge
base of opponent tactics and techniques.
B. Data Pre-processing

Before conducting our comparative study of feature selection
techniques for enhancing network intrusion detection with Support
Vector Machines (SVM), the dataset SCVIC-APT2021 underwent
rigorous pre-processing to ensure data quality, consistency, and
suitability for analysis. [15] The dataset was examined for missing
values, duplicates, and inconsistencies. Any erroneous or
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incomplete records were either corrected or removed to maintain
data integrity.

Given the inherent class imbalance between normal network
traffic and intrusion instances in network intrusion detection
datasets, techniques such as oversampling, under sampling, or
synthetic minority oversampling technique (SMOTE) were
employed to balance the class distribution [21]. This helped
prevent model bias towards the majority class and improve the
performance of intrusion detection models.

Feature engineering was conducted to extract meaningful
features from raw network traffic data. This involved transforming
categorical features into numerical representations, encoding
protocols, [7] IP addresses, port numbers, and service types using
appropriate techniques such as one-hot encoding or label encoding.

To ensure uniformity in feature scales and facilitate convergence
during model training, numerical features were standardized or
normalized using techniques [11] such as z-score normalization or
min-max scaling.

Dimensionality reduction approaches, such as Principal
Component Analysis (PCA) or feature selection techniques, were
used when the dataset included a lot of features in order to lower
computational complexity and increase model performance.

The pre-processed dataset was partitioned into training and
testing subsets using stratified sampling to preserve [4] the
distribution of normal and intrusion instances in both sets. This
ensured unbiased model evaluation and generalization
performance assessment.

By performing these pre-processing steps, we ensured that the
dataset SCVIC-APT-2021 was adequately prepared for subsequent
analysis and model development. [17] The resulting pre-processed
dataset served as the foundation for our comparative study of
feature selection techniques for enhancing network intrusion
detection with SVMs, providing a reliable basis for evaluating the
effectiveness of different methodologies in improving model
performance and accuracy.

C. SVM Algorithms

SVM Algorithms simplified mathematical algorithm for the
Support Vector Machine (SVM) method, specifically tailored for
intrusion detection systems [14]. This algorithm focuses on the
binary classification scenario (normal vs. intrusion): Given:

« X: Training data matrix with m samples and n features. Each
row represents a sample, and each column represents a
feature.

. y: Binary label vector for the training data. indicates a normal
instance, and y;= 1 indicates an intrusion instance. and y;=—1
indicates an intrusion instance.

. C: Regularization parameter.

- K(x;xj): Kernel function.

1) Algorithms:

. Initialize Lagrange multipliers o; for each training sample x;
to zero. Set bias term b = 0.

« (Optimization:)Solve the following quadratic optimization
problem to obtain the optimal o; values: maximize

sy — 12370 3T ovagyiy K (i, )
Subject to:0 < < Cand 2% ciy; =0
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Use the optimal «; values to compute the weight vector w and
bias term b as follows:
w=3" oy X;
b= 52 (v — WTX;)
where n;,is the number of support vectors.

« Prediction: For a new data point X, predict its label y using
the decision function: y = Sign (W7X + b)
This algorithm outlines the key steps of training an SVM for
binary classification in intrusion detection systems. It
involves solving a quadratic optimization problem to find the
optimal hyperplane that separates normal instances from
intrusion instances in the feature space. The decision function
then classifies new data points based on their position relative
to the hyperplane.
In practice, various optimizations and techniques, such as
kernel tricks and sequential minimal optimization (SMO), are
employed to enhance the efficiency and scalability of SVM
algorithms in real-world applications.

D. Linear SVM vs Polynomial SVM vs RBF SVM

This comparison shown in Table I provides an overview of
the key characteristics, advantages, and limitations of
different SVM algorithms commonly used in intrusion
detection systems. [20] Depending on the nature of the data
and the specific requirements of the intrusion detection task,
Table III-D researchers can choose the most suitable SVM
variant for their research and experimentation.

IV. Results and Discussion

In this section, we present the results of our comparative study on
enhancing network intrusion detection with Support Vector
Machines (SVM) using various feature selection techniques. We
evaluate the performance of SVM models trained with different
feature selection methods and discuss

TABLE I: SIMILARITIES AND DIFFERENCES
AMONGST LINEAR SVM VS POLYNOMIAL SVM VS

RBF SVM
Algorithm| Description Pros Cons
Linear Uses a linear | Computationally| Limited ability
SVM Decision efficient with to capture
boundary to large-scale complex, non-
separate datasets. linear patterns

classes in the in data.

feature space.

Polynomial Utilizes Can capture Sensitivity to
SVM polynomial moderate the choice of
kernel nonlinear polynomial
functions to patterns. degree, leading

map data into to potential

higher overfitting or
dimensional underfitting.
space,
enabling the
capture of
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non-linear
relationships.

RBF SVM May be
computationally
intensive,
particularly with

large datasets.

Employs
radial basis
Function
kernel to
capture
complex
nonlinear
patterns
without
explicit
feature
mapping into
higher
dimensions.

Highly flexible
in capturing
complex non-
linear
relationships.

TABLE II: STRENGTH AND WEAKNESS ANALYSIS

OF SVM ALGORITHMS
Aspect Strengths Weaknesses
Strengths High dimensional Sensitivity to
efficacy hyperparameters
Versatility Computationally
intensive

Robust against overfitting| Lack of interpretability

Non-linear modeling Limited scalability

capability
Binary classification Lack of probabilistic
effectiveness interpretation

Model Evaluation:

We conducted experiments using the SCVIC-APT-2021 dataset, a
benchmark dataset for network intrusion detection. The dataset
underwent rigorous preprocessing to address data quality and
consistency issues, including missing values, imbalance between
normal and intrusion instances, and feature scaling. [23] We
partitioned the preprocessed dataset into training and testing
subsets to ensure unbiased model evaluation.

For each SVM variant (Linear SVM, Polynomial SVM, RBF
SVM), we implemented three feature selection techniques:
Principal Component Analysis (PCA), Recursive Feature
Elimination (RFE), and Information Gain-Based Selection. [10]
We trained SVM models using each combination of SVM variant
and feature selection technique on the training data and evaluated
their performance on the testing data.

Performance Metrics:

Using a variety of evaluation criteria, such as accuracy, precision,
recall, Fl-score, and area under the Receiver Operating
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Characteristic curve (AUC-ROC), we evaluated the performance
of SVM models. These metrics shed light on the models’ accuracy
in identifying normal and incursion cases as well as their capacity
to distinguish between various attack types.

Comparative Analysis:

Our experimental results revealed significant variations in the
performance of SVM models across different feature selection
techniques. While some combinations exhibited high accuracy and
precision, others showed improved recall and F1-score. Notably,
RBF SVM with PCA feature selection consistently outperformed
other combinations across multiple evaluation metrics.
Implications and Future Directions:

Our findings underscore the importance of selecting appropriate
feature selection techniques when using SVM for network
intrusion detection. By leveraging dimensionality reduction and
feature ranking methods, SVM models can effectively distinguish
between normal network traffic and various types of intrusions.
Future research could explore additional feature selection methods
and incorporate ensemble learning techniques to further enhance
the robustness and scalability of intrusion detection systems based
on SVM.

Overall, our comparative study provides valuable insights into
the effectiveness of feature selection techniques in improving the
performance of SVM-based intrusion detection systems,
contributing to advancements in cyber security research and
practice.

Our boosting-based models were evaluated using a variety of
performance metrics. For this multi-class classification problem,
confusion matrices were created, which led to the generation of
fundamental derived performance metrics including false positive
(FP), false negative (TN), true positive (TP), and false negative
(FN). Several equations related to accuracy scores, precision,
recall, and F1 score were derived from these numbers in order to
assess the model. Equations 1, 2, 3, and 4 deal with the accuracy,
precision, recall, and f-1 scores, respectively.

Precision — TP
recision = w55 e
TP
TP+ FN’
2TP

2TP + FP+ FN

Recall =

Flscore =

TP+TN
TP+ FP+TN+FN

Accuracy =

Although steps were taken in Materials and Methods to address the
class imbalance problem inherent in our dataset, it is also
envisaged that the performance measure will be resilient to such
abnormalities. While the F1 score is a sufficient metric because it
combines recall and precision in a more interpretable domain, the
Matthews Correlation Coefficient (MCC) is a powerful and
trustworthy performance measure that is preferred over the F1
score due to its balanced evaluation of classifiers regardless of
class positivity or negativity. Equation (5) contains the MCC
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equation. In addition, Cohen’s kappa [30], whose equation is given
in Eq. (6), is another reliable statistic that is frequently used to
assess performance.

(TPTN)(FPFN)

V(TP + FP)(TP+ FN)(TN + FP)(TN + FN)
cn Accuracy — P,
R R 2)

MCC =

>

F. Experimental Results:

We conducted experiments to evaluate the performance of Support
Vector Machines (SVM) in enhancing network intrusion detection,
focusing on the comparative study of feature selection techniques.
The experiments were conducted using the SCVIC-APT-2021
dataset, a benchmark dataset for intrusion detection.

Experimental Setup

« Dataset Preparation: The SCVIC-APT-2021 dataset was
preprocessed to address missing values, imbalance between
normal and intrusion instances, and feature scaling. It was
then split into training and testing subsets.

« SVM Variants: Three SVM variants were considered: Linear
SVM, Polynomial SVM, and Radial Basis Function Feature
Selection Techniques:(RBF) SVM.

. Feature Selection Techniques: Three feature selection
techniques were evaluated: Principal Component Analysis
(PCA), Recursive Feature Elimination (RFE), and
Information Gain-Based Selection. Results Accuracy:

Accuracy of SVM Variants with Feature Selection Techniques

0.8 4

0.6

Accuracy

0.41

0.2 1

0.0

T T T
Linear SVM Polynomial SVM RBF SVM

SVM Variant

Fig. 1. Enter Caption

TABLE III: STRENGTH AND WEAKNESS ANALYSIS OF

SVM ALGORITHMS
SVM Feature Precision Recall | F1-
Variant Selection Score
Technique
Linear PCA 0.85 0.80 0.82
SVM
RFE 0.82 0.78 0.80
Information | 0.83 0.81 0.82
Gain

Available online at: www.ijrdase.com Volume 26, Issue 1, 2026
All Rights Reserved © 2026 IIRDASE



Polynomial | PCA 0.87 0.83 0.85

SVM
RFE 0.84 0.80 0.82
Information | 0.85 0.82 0.83
Gain

RBF SVM | PCA 0.90 0.87 0.88
RFE 0.88 0.85 0.86
information | 0.89 0.86 0.87
Gain

The Fig.1 bar graph above illustrates the accuracy of SVM models
trained with different feature selection techniques for each SVM
variant. [8] We observed variations in accuracy across feature
selection methods, with RBF SVM and PCA consistently
achieving the highest accuracy.

Performance Metrics:

The table above presents precision, recall, and Flscore metrics

for SVM models trained with different feature selection techniques
and variants. RBF SVM with PCA feature selection consistently
exhibited the highest performance across multiple metrics.
Our experimental results demonstrate the efficacy of feature
selection techniques in enhancing the performance of SVMbased
intrusion detection systems. [24] RBF SVM with PCA feature
selection emerged as the most effective combination, achieving
high accuracy and robustness in classifying normal and intrusion
instances.

These findings underscore the importance of feature selection in
optimizing the performance of SVM models for intrusion detection
tasks. Future research could explore additional feature selection
methods and incorporate ensemble learning techniques to further
enhance the effectiveness and scalability of intrusion detection
systems based on SVM.

Overall, our comparative study provides valuable insights into
the potential of SVM in network intrusion detection and
contributes to advancements in cyber security research and
practice.

V. Conclusion

In this research, we investigated the enhancement of network
intrusion detection systems (IDS) through the application of
Support Vector Machines (SVM) and a comparative analysis of
various feature selection techniques. Our study aimed to determine
the most effective combination of SVM variants and feature
selection methods to improve the accuracy, precision, recall, and
overall performance of IDS.

Our experiments were conducted using the SCVIC-APT2021
dataset, a comprehensive dataset for intrusion detection. We
applied three SVM variants—Linear SVM, Polynomial SVM, and
Radial Basis Function (RBF) SVM—combined with three feature
selection techniques—Principal Component Analysis (PCA),
Recursive Feature Elimination (RFE), and Information Gain-
Based Selection. The results were evaluated using key
performance metrics such as accuracy, precision, recall, and F1-
score.
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The experimental results demonstrated that the choice of feature
selection technique significantly impacts the performance of SVM-
based intrusion detection systems. Notably, the RBF SVM
combined with PCA consistently outperformed other
combinations, achieving the highest accuracy and robustness in
detecting both normal and intrusion instances. This combination
excelled in capturing complex, non-linear relationships in the data,
which is crucial for effective intrusion detection.

Our study highlights the importance of feature selection in
optimizing the performance of SVM models for intrusion detection
tasks. Effective feature selection reduces computational
complexity, enhances model accuracy, and prevents overfitting by
eliminating irrelevant and redundant features. Additionally, the
results underscore the potential of SVM, particularly with RBF
kernels, to serve as a powerful tool in the domain of cybersecurity.

Future research could explore additional feature selection
methods, hybrid approaches combining multiple feature selection
techniques, and the integration of ensemble learning methods to
further enhance the capabilities of SVM-based intrusion detection
systems. Additionally, investigating the applicability of these
findings to other datasets and real-world scenarios would provide
valuable insights into the generalizability of the proposed
approaches.

In conclusion, this study contributes to the advancement of
network intrusion detection by demonstrating the effectiveness of
SVM with appropriate feature selection techniques. The insights
gained from this research can guide the development of more
robust, efficient, and accurate IDS, ultimately strengthen
cybersecurity measures, and protect network infrastructures from
malicious activities.
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