
International Conference on Recent Advancement in Science & Technology- 2020 

(ICRAST-2020) 

Organized by: International Journal of Research and Development in Applied Science and Engineering, India 

All Rights Reserved © 2020 IJRDASE 

 

A Data Analytics Approach to the Cybercrime 

Underground Economy 
Tripti Sahu 

Computer Science & Engineering  

Bansal Institute of Engineering & Technology, Lucknow – India  

 

Abstract: Despitecthe rapid escalationcof cyber threats, 

therechas still been little researchcinto the foundations 

ofcthe subject orcmethodologies that couldcserve to guide 

InformationcSystems researchers andc practitioners who 

dealcwith cyber security. Incaddition, little is 

knowncabout Crime-as-a-Servicec(CaaS), a 

criminalcbusiness model that underpinscthe cybercrime 

underground. This research gap and the practical 

cybercrime problems we face have motivated us to 

investigatecthe cybercrime undergroundceconomy by 

taking acdata analytics approachcfrom a design 

sciencecperspective. To achievecthis goal, wecpropose (1) a 

data analysiscframework for analyzing theccybercrime 

underground, (2) CaaScand crime warecdefinitions, and 

(3) an associated classificationcmodel. In addition, we (4) 

develop ancexample application to demonstrate howcthe 

proposed framework andcclassification model could 

becimplemented in practice. 

 

Keywords: Data Analysis, Cyber Crime, Python, VPN 

Services. 

 

1. Introduction: 

As thecthreat posed bycmassive cyberattacks (e.g., 

ransomwarecand distributedcdenial of service 

attacksc(DDoS)) andccybercrimes hasc grown, 

individuals,corganizations, andc governments have struggled 
tocfind ways to defendcagainst them. Inc2017, ransomwarec 

known as WannaCry was responsiblecfor nearly 45,000 

attackscin almost 100ccountries [1]. The explosivecimpact of 

cybercrime hascput governments underc pressure to 

increasectheir cybersecurityc budgets. United States 

PresidentcBarack Obamacproposed spendingcover $19 billion 

onccybersecurity as partcof his fiscalcyear 2017 budget, 

ancincrease of more thanc35% since 2016[2].  

Globalccyberattacks (such ascWannaCry andcPetya) are 

executedcby highly organizedccriminal groups, andcorganized 

orcnational-level crimecgroups have beenc behind many 
recentcattacks. Typically, criminalcgroups buy andcsell 

hacking tools andcservices on the cybercrimecblack market, 

whereincattackers share acrange of hacking-

relatedcinformation. Thisconline undergroundcmarket is 

operated bycgroups of attackers, andcit in turn supports 

thecunderground cybercrimececonomy [3]. Theccybercrime 

undergroundchas thus emergedcas a new typecof organization 

thatcboth operates blackcmarkets and enablesccybercrime 

conspiracies tocflourish.  

Because organizedccybercrime requires anconline network to 

existcand to conduct itscattacks, it is highly dependentcon 

closed undergroundccommunities (e.g., Hackforumscand 

Crackingzilla). The anonymitycthese closed groupscoffer 

means thatccybercrime networks arecstructured differently 

thanctraditional Mafia-stylec heirarchies 

 

2. Background 

Althoughcboth academics andcpractitioners havecrecently 

started tocdevote more attentioncto CaaS, its fastcgrowing 

nature hascprevented them fromcreaching consensus onchow 

to define different typescof CaaS andccrimeware. As a 

resultcmost of the academiccresearch has borrowed the 

definitionscused by the businesscpractice literaturecleading to 

widelycvarying interpretations in different disciplines. 

Givencthis ambiguity, 

 
Classificationcof Crimeware Servicescand Products.  

The definitionscof CaaS andccrimeware used in thecacademic 

and businesscpractices literature, which form acbasis for 

ourcclassification model, suitablecfor the IS field. 

Wecreclassify CaaS and crimewarecin terms of thecsuitable 

targets (attack strategy/mode) andcabsence of capable 

guardiansc(preventivecmeasures) in a cybercrimec 

underground context.  

 

BrutecForce AttackcServices 

A brute forcecattack is an attempt toclog in to an accountcand 

steal it bycrepeatedly trying random passwords. Suchcattacks 
often targetcless specific targets than cphishing or social 

engineering. Forcexample, an attackercmay try to log in 

usingcone of the system’scdefault usernames (e.g., “root”cor 

“admin”) by csystematically trying allcpossible passwords. 

Wecthus define a brutecforce attack servicecas a service 

thatchacks accounts byctrying all possible passwords. 

 

CryptingcServices 

Cryptercencrypts programs orcsource code tocavoid detection 

andctracking and thuscbypass anti-virus softwarec[30]. Like 

otherchacking services, encryptioncis sold as a 
servicecbecause crypters requireca certain level ofcskill to use. 

The goalcof such a service is tocneutralize the preventive 

measurescput in place bycorganizations andcanti-virus 

softwarecpreventing hacking programs fromcbeing caught 

orcallowing them to becleft behind to collect information. We 

define anccrypting service as acservice that 

encryptscmalicious code bycusing a crypter tocbypass anti-

virus software.  

 

VPNcServices 
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Networkscconnect different entitiescand private 

networksconly allow access by closed communities 

ofcauthorized users [31]. Thecmost secure way tocaccess the 

Internet iscusing a VPN, becausecit hides all usercinformation 

(e.g., identitycand IP address). Becausecattackers use VPN 

servicescto avoid tracking orcIP blocks, they areccategorized 

as CaaS-relatedcpreventive measures. We thuscdefine a 

VPNcservice as a servicecthat provides a securecconnection to 
the Internet via acvirtual privatecnetwork.  

 

A. K. Soodcand R. JcEnbody, 2013, Crimewarecas-a-service 

(CaaS) hascbecome acprominent component of 

thecunderground economy. CaaScprovides a new dimension 

to cyber crime by making it morecorganized, automated, 

andcaccessible to criminalscwith limited technicalcskills. This 

paper dissectscCaaS and explains thecessence of the 

undergroundceconomy that hascgrown around it. Thecpaper 

also describes thecvarious crimewarecservices that are 

providedcin the underground market. 

 

3. Methodology 

This workcdepicts about thecprerequisites. It determines 

thecequipment and programming prerequisite thatcare needed 

for software tockeeping in mind the endcgoal, to run 

thecapplication appropriately. ThecSoftware 

RequirementcSpecification (SRS) is clarified incpoint of 

interest, which incorporatescoutline of this exposition 

andcadditionally the functional andcnon-practical necessity of 

thiscthesis. 

 

GeneralcDescription 

Despitecthe rapid escalationcof cyber threats, therechas still 

been littlecresearch into the foundations ofcthe subject 

orcmethodologies that couldcserve to guide 

InformationcSystems researchers andc practitioners who 

dealcwith cyber security. Incaddition, little is knowncabout 

Crime-as-acService (CaaS), a criminalcbusiness modelcthat 

underpins theccybercrime underground. Thiscresearch gap 

andcthe practical cybercrimecproblems we facec have 

motivated us to investigatecthe cybercrime 

undergroundceconomy by taking acdata analytics 

approachcfrom a design sciencecperspective.  

 

UserscPerspective 

The Characteristiccof this task work is tocgive information 

adaptabilitycsecurity while sharing informationcthrough 

cloud. It gives acproficient approach to sharec information 

through cloud. 

 

FeasibilitycStudy 

Believabilitycis the determination of paying littlecrespect to 

whether ancundertaking justifies action. The 

frameworkcfollowed in building theircstrength is called 

acceptability Study, these kind of studycif a task could 
andcought to be taken. 

Three keycthoughts included incthe likelihood 

examinationcare: 

 TechnicalcFeasibility 

 EconomiccFeasibility 

 OperationalcFeasibility 

 

TechnicalcFeasibility 

Here it iscconsidered with determining hardware and 

programming, thiscwill effective fulfill the client necessity the 

specialized requirescof the framework shouldcshift 
significantly yetcmay incorporate 

 Thecoffice to create yields in asecified time.               

  Reaction timecunder particularcstates. 

  Capacity tocdeal with a particular segmentcof exchange 

at a specific pace. 

 

EconomiccFeasibility 

Budgetarycexamination is the oftencused system for assessing 

thecfeasibility of a projected structure. Thiscis more usually 

acknowledgedcas cost/favorable position examination. The 

method is toccenter the focal points andctrusts are typical 
casing acprojected structure and a difference themcand 

charges. These pointscof interest surpass costs; acchoice is 

engaged to diagram andcrealize the system willcmust be 

prepared if therecis to have a probability ofcbeing embraced. 

There is acconsistent attempt thatcupgrades in exactness atcall 

time of the systemclife cycle. 

 

OperationalcFeasibility 

It is for thecmost part identified withchuman association 

andcsupporting angles. The focusescare considered: 

What alterationscwill be carried through thecframework? 

 Whatcauthoritative shapes arec dispersed? 

 What newcaptitudes will becneeded? 

 Do theccurrent framework employee’scindividuals 

have these aptitudes? 

 If not, wouldcthey be able to becprepared over the 

spancof time? 

 

Python 

Pythoncis a general-purposecinterpreted, interactive, 

objectcoriented, and high-level programmingclanguage. 

An interpreted languagecPython has a design philosophycthat 

emphasizes codec readability (notably usingcwhite space 
indentation to delimit codec blocks rather than curly 

bracketscor keywords), and a syntaxcthat allows programmers 

to expresscconcepts in fewer lines of codecthan might be used 

in languagescsuch as C++or Java. It providescconstructs that 

enable clearcprogramming on both smallcand large scales. 

Pythoncinterpreters are available for many operating 

systems. CPython, the reference implementationcof Python, 

is open source softwarecand has a community-

basedcdevelopment model, as docnearly all of its variant 

implementations. C Pythoncis managed by thecnon-

profit Python Software Foundation. Python features 
acdynamic type system andcautomatic memory management.  

Itcsupports multiple cprogramming paradigms, including 

object oriented, imperativecfunctional and procedural, and 

hasca large and comprehensive standard library 

https://www.sciencedirect.com/topics/computer-science/underground-market
https://en.wikipedia.org/wiki/Interpreted_language
https://en.wikipedia.org/wiki/Readability
https://en.wikipedia.org/wiki/Whitespace_character
https://en.wikipedia.org/wiki/Code_block
https://en.wikipedia.org/wiki/Source_lines_of_code
https://en.wikipedia.org/wiki/C%2B%2B
https://en.wikipedia.org/wiki/Java_(programming_language)
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/CPython
https://en.wikipedia.org/wiki/Reference_implementation
https://en.wikipedia.org/wiki/Open_source
https://en.wikipedia.org/wiki/Python_Software_Foundation
https://en.wikipedia.org/wiki/Dynamic_type
https://en.wikipedia.org/wiki/Memory_management
https://en.wikipedia.org/wiki/Programming_paradigm
https://en.wikipedia.org/wiki/Object-oriented_programming
https://en.wikipedia.org/wiki/Imperative_programming
https://en.wikipedia.org/wiki/Functional_programming
https://en.wikipedia.org/wiki/Procedural_programming
https://en.wikipedia.org/wiki/Standard_library
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Django 

Djangocis a high-level Python Webcframework that 

encouragescrapid development and clean, pragmaticcdesign. 

Built by experiencedcdevelopers, it takes care of muchcof the 

hassle of Web development, socyou can focus on writingcyour 

app without needingcto reinvent the wheel. It’s free andcopen 

source. 

 
 

Objectives 

1. InputcDesign is the process ofcconverting a user-

orientedcdescription of the input into a computer-

basedcsystem. This design iscimportant to avoid errorscin the 

data input process and show the correctcdirection to the 

managementcfor getting correct informationcfrom the 

computerized system. 

2. Itcis achieved by creatingcuser-friendly screens for thecdata 

entry to handle large volume ofcdata. The goal of 

designingcinput is to make data entryceasier and to be 

freecfrom errors. The datacentry screen is designed incsuch a 
way that all thecdata manipulates can be performed. Itcalso 

provides record viewingcfacilities. 

3.When thecdata is entered it will checkcfor its validity. Data 

can becentered with the help of screens.  

 

Modules: 

 UploadcFiles 

Userscare allowedcto upload the files with the 

tagscgiven. Once thecfile is uploaded, then it iscsent 

to approval fromcadmin to publish orcmake view to 

othercusers. These uploaded files can be in any 
formcdocument, audio orcvideo but notcallowed to 

upload thecexecutable (.exe)cfiles. 

 ConversationcMonitoring 

Userscare allowed to communicate among the 

othercusers. This could becmonitor by the admin. 

The malicious conversionclikes to threaten thecdata. 

In order tocprotect the cybercrimecand prevents 

fromc forming cybercrimec community. This can 

becachieved by the help ofcclassification 

algorithmcnamed naïve Bayescclassification. 

 

 DownloadcFiles 

Thecfiles can be downloadingcby requesting for 

thecfile and once admincapproved the files thenccan 

be downloadable. Thecdecision to approvecfiles can 

be takencfrom the conversationcbetween users. 

Adminc takes the action oncdownload files 

andcapprovable status ofcusers. The users are 

allowedcfurther actions basedcon the users. 

 Graphical Representations 
Thecanalyses of proposedcsystems are 

calculatedcbased on the approvalscand disapprovals. 

Thisc can be measured withcthe help of 

graphicalcnotations such ascpie chart, barcchart and 

linecchart. The data can becgiven in a dynamical 

data. 

 

Algorithm 

 Naive BayescClassifier 

NaivecBayes is a classificationcalgorithm for binary 

(twocclass) and multi-classcclassification problems. Thec 
technique is easiest tocunderstand when describedcusing 

binary orccategorical input values. 

It isccalled naive Bayes or idiotc Bayes because the 

calculationcof the probabilities forceach hypothesis isc 

simplified to make theirc calculation tractable. Rathercthan 

attempting toc calculate the valuescof each attributecvalue 

P(d1, d2, d3|h), theycare assumed to becconditionally 

independentcgiven the targetc value and calculatedcas P(d1|h) 

* P(d2|H) andcso on. 

This is acvery strong assumptioncthat is most unlikelc in real 

data, i.e. thatcthe attributes docnot interact. Neverthelesscthe 

approach performscsurprisingly well on data where 
thiscassumption does notchold. 

 MakecPredictions with acNaive BayescModel 

Given acnaive Bayescmodel, you can make predictions for 

newcdata using Bayes theorem. 

MAP (h) = maxc(P(d|h) * P(h)) 

Usingc our examplecabove, if wechad a new instancecwith 

the weathercof sunny, we canccalculate: 

go-out = Pc(weather=sunny|class=go-out)  

*P(class=go-out) stay-home = 

Pc(weather=sunny|class=staychome) * P(class=staychome) 

Weccan choose thecclass that has theclargest calculatedcvalue. 
We can turncthese valuescinto probabilities bycnormalizing 

those ascfollows: 

P (go-outc|weather=sunny) =cgo-out / (go-out + stay-home) 

Pc(stay-home|weather=sunny) = stay-home / (go-out + stay-

home) 

If wechad more inputcvariables weccould extend thecabove 

example. Forcexample, pretendcwe have a “car”cattribute 

withcthe values “working”cand “broken“. Weccan multiply 

this probabilitycinto the equation. 

Forcexample below is theccalculation for thec“go-out” class 

labelcwith the addition ofcthe car input variablecset to 
“working”: 

go-outc= P(weather=sunny|class=go-out)c * 

P(car=working|class=go-out)c* P(class=go-out) 
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Class Diagram 

 

 
 

Activity Diagram 

User 

 
 

System Test 

The purposecof testing is to discovercerrors. Testing is 

thecprocess of trying to discovercevery conceivable fault 
orcweakness in a work product. It provides acway to check the 

functionalitycof components, subcassemblies, assembliesc 

and/or a finished productcIt is the process ofcexercising 

software with thecintent of ensuring thatcthe Software system 

meetscits requirements andcuser expectations andc does not 

fail in an unacceptablecmanner. There are variousctypes of 

test. Each test type addressesca specific testing requirement. 

 

Types Ofctests 
Unitctesting 

Unit testingcinvolves the design ofctest cases that validate 
thatcthe internal program logic is functioningcproperly, and 

that programc inputs produce validcoutputs. All decision 

branches andcinternal code flow should becvalidated. 

 

Integrationctesting 

Integration testscare designed to test integratedcsoftware 

components to determine if theycactually run as onec 

program.  Testing is eventcdriven and is more concerned with 

the basiccoutcome of screens orcfields. 

Functional test 

Functional testscprovide systematic demonstrationscthat 

functions tested are available as specified by thecbusiness and 

technical requirements, systemc documentation, and user 

manuals. 

 
SystemcTest 

System testingcensures that the entire integratedcsoftware 

system meets requirements. It tests a configuration to 

ensurecknown and predictable results.  

 

White BoxcTesting 

White BoxcTesting is a testing incwhich in which the 

softwarectester has knowledge of thecinner workings, 

structure andclanguage of the software, or at least itscpurpose.  

 

Black Box Testing 
BlackcBox Testing is testing the softwarecwithout any 

knowledge of thecinner workings, structure orclanguage of the 

module beingctested.  

 

Testcobjectives 

 All field entries mustcwork properly. 

 Pages mustcbe activated from the identifiedclink. 

 The entrycscreen, messages and responsescmust not 

be delayed. 

 

4. Result 

Thecgoal of our datacanalysis framework iscto conduct a big-
picturecinvestigation of the cybercrimecunderground by 

coveringcall phases of datacanalysis from thecbeginning to 

thecend. This frameworkccomprises fourcsteps: (1) 

definingcgoals; (2) identifyingcsources; (3) selecting 

analytical methods; and (4) implementing can application. 

Becausecthis study emphasizes the importance ofcRAT for 

analyzingcthe cybercrime undergroundcthe proposed 

RATcbased definitions areccritical to this framework: 

Stepsc1–4 all contain the RATcelements.  

 DefiningcGoals The firstcstep is to identifycthe 

conceptual scopecof the analysis. Specificallycthis 
step identifies thecanalysis context namely the 

objectivescand goals. To gain ancin-depth 

understandingcof the current CaaScresearch, we 

investigatedcthe cybercrimec underground, 

whichcoperates as a closedccommunity. Thus, 

thecgoal of the proposedcframework is to 

“investigatecthe cybercrime undergroundceconomy.”  

 

 IdentifyingcSources the secondcstep is to identifycthe 

data sources, basedcon the goals defined bycStep 1. 

This stepcshould considercwhat data is neededcand 
where it cancbe obtained. Sincecthe goal of 

thiscstudy is to investigatecthe cybercrime 

underground cwe considercdata on the cybercrimec 

underground community. Wec therefore collected 
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such data from theccommunity itself andcobtained a 

malwarecdatabase from a leading global cyber 

security cresearch firm. Becauseccybercriminals 

often changectheir IP addressescand use anti-

crawlingcscripts to conceal theirccommunications, 

we used acself-developed crawlercthat can 

resolveccaptchas and anti-crawling scripts to 

gathercthe necessarycdata. We collected actotal of 
2,672,091 postscselling CaaS orccrimeware, made 

betweencAugust 2008 andcOctober 2017, fromca 

large hacking communitycsite 

(www.hackforums.net)cwith over 578,000cmembers 

and more thanc40 millioncposts. 

 
Figure Upload File 

 
Figure User uploaded documents 

 

 

5. Conclusion: 

Wechave focused mainlycon building andcevaluating 

artifactscrather than on developingcand justifying theory: 

actions are usually consideredcto be the maincfocus of 

behavioralcscience. We have therefore proposed two artifacts: 

a datacanalysis frameworkcand a classificationcmodel. We 

have alsoc conducted ancex-ante evaluation ofcour 

classification model’scaccuracy and ancex-post evaluation of 

itscimplementation usingcexample applications. Incline with 
thecinitiation perspective ofcDSR, these fourcexample 

applicationscdemonstrate the rangecof potential 

practicalcapplications available tocfuture researchers andc 

practitioners.  

Unlike previouscstudies that have presented general 

discussions of acbroad range ofccybercrime; our study 

hascfocused primarily oncCaaS and crimecware from an 

RATcperspective. We have alsocproposed sets ofcdefinitions 

for differentctypes of CaaS (phishingcbrute forcecattack, 

DDoS attack, andcspamming, cryptingcand VPNcservices) 

and crimecware (drivecby download, botnets, 

exploitscransomware, rootkitscTrojans, crypters, andcproxies) 

based oncdefinitions taken from bothcthe academiccand 

business practicecliterature. Based oncthese, we havecbuilt an 

RAT-basedcclassification model. Thiscstudy emphasizes 

thecimportance of RAT forcinvestigating the cybercrimec 

underground, so thesecRAT-based definitions areccritically 

important partscof our framework. Incaddition, unlike 
priorcresearch that discussedcthe cybercrimec underground 

economy without attempting to analyzecthe data, we 

havecanalyzed large-scalecdatasets obtained from the 

undergroundccommunity.  

Lookingcat the CaaS andccrimeware trendsc our results showc 

that the prevalence ofcbotnets (attack-relatedccrimeware) andc 

VPNs (preventivecmeasures, related tocCaaS) has 

increasedcin 2017. Thiscindicates that attackerscconsider both 

the preventivecmeasures taken byc organizations and 

theircvulnerabilities. The mostc common potential targetc 

organizations arectechnology companies (28%)cfollowed 
byccontent (22%), finance (20%)ce-commerce (12%), and 

telecommunicationc(10%) companies. This indicates that a 

widecvariety of companies inca range of industriescare 

becoming potentialctargets for attackerschaving become 

morecvulnerable due to theirc greater reliance onctechnology. 

 

6. Future Work: 

Althoughcour study hascmade several significantcfindings, it 

neverthelesschas several limitations that willcneed to be 

addressed incfuture studies.These willcbe able to add 

morecanalysis and significantcfurther insights. First, weconly 

collected datacfrom the largest hacking community and did 
notcconsider other hackingccommunities. Futurecstudies will 

thereforecneed to generalize ourcfindings by investigatingca 

wider range of hackingccommunities. Second, this study 

hascfocused on thecCaaS and crimewarecavailable in the 

cybercrime underground, but much in-depthcanalysis remains 

to becdone on the configurationscof cybercrime networks. 

Future researchccould cluster keywordscand threats 

bycindustry to provide acdeeper understanding ofcthe 

potentialcvulnerabilities, and it couldc attempt to discover 

thecnetwork effects involvedcor the leaderscof the cybercrime 

underground. 
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