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Abstract— The rapid proliferation of internet-connected
devices and the increasing sophistication of cyber threats
have made Distributed Denial-of-Service (DDoS) attacks a
persistent challenge in modern network environments.
Traditional supervised learning approaches for DDoS
detection rely heavily on large volumes of labeled data,
which are often scarce, costly, and time-consuming to
obtain. To address this limitation, this paper proposes a
novel semi-supervised learning framework for efficient
and scalable detection of DDoS attacks. The framework
leverages a small set of labeled network traffic data
combined with a large pool of unlabeled data to enhance
detection accuracy while reducing dependency on manual
annotation. By integrating techniques such as self-training,
graph-based learning, and anomaly detection, the
proposed model captures both known and emerging attack
patterns. Feature extraction is performed using statistical
and flow-based network characteristics, followed by a
hybrid classification strategy that balances precision and
computational efficiency. Experimental evaluation on
benchmark intrusion detection datasets demonstrates that
the proposed framework significantly improves detection
performance compared to traditional supervised methods,
achieving higher accuracy, reduced false positives, and
better generalization to unseen attack types. The results
highlight the potential of semi-supervised approaches in
strengthening network security and enabling adaptive
defense mechanisms in dynamic and large-scale network
infrastructures.
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1. INTRODUCTION
The rapid expansion of digital infrastructure, cloud computing,
and Internet of Things (IoT) ecosystems has significantly
increased the attack surface of modern networks, making them
more vulnerable to cyber threats such as Distributed Denial-
of-Service (DDoS) attacks. DDoS attacks aim to overwhelm
targeted systems, servers, or networks with massive volumes
of malicious traffic, thereby disrupting legitimate services and
causing substantial economic and operational losses. With the
evolution of attack strategies, including multi-vector and

application-layer =~ DDoS  attacks, traditional defense
mechanisms have become increasingly inadequate in ensuring
robust network security [1].

Conventional DDoS detection techniques primarily rely on
rule-based systems and signature-based intrusion detection
systems (IDS), which are effective against known attack
patterns but fail to detect novel or evolving threats. To
overcome these limitations, machine learning (ML) techniques
have been widely adopted due to their ability to learn complex
patterns from network traffic data. Supervised learning
approaches, in particular, have shown promising results in
classifying malicious and benign traffic [2]. However, these
methods require large amounts of labeled data for training,
which is often difficult to obtain in real-world scenarios due to
the high cost of manual labeling and the dynamic nature of
network traffic [3].

In contrast, semi-supervised learning (SSL) has emerged as a
viable alternative that leverages both labeled and unlabeled
data to improve detection performance. By utilizing a small
set of annotated samples along with abundant unlabeled data,
SSL techniques can enhance model generalization and reduce
dependency on extensive labeled datasets [4]. This is
particularly advantageous in the context of DDoS detection,
where new attack patterns continuously emerge and labeled
datasets quickly become outdated.

Recent advancements in SSL, including self-training, co-
training, and graph-based learning, have demonstrated
significant potential in cybersecurity applications. These
methods enable models to iteratively refine their predictions
and uncover hidden structures in network traffic data, thereby
improving detection accuracy and adaptability [5].
Additionally, the integration of anomaly detection techniques
with SSL frameworks allows for the identification of
previously unseen attack behaviors, further strengthening the
resilience of intrusion detection systems [6].

Despite these advancements, several challenges remain in
designing efficient and scalable SSL-based DDoS detection
systems. These include handling high-dimensional network
data, minimizing false positives, ensuring real-time detection,
and maintaining computational efficiency in large-scale
network environments [7]. Addressing these challenges
requires the development of hybrid frameworks that combine
multiple learning paradigms and leverage advanced feature
extraction techniques.

In this paper, we propose a semi-supervised learning
framework for efficient detection of DDoS attacks in modern
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networks. The proposed approach integrates self-training and
anomaly detection mechanisms to effectively utilize both
labeled and unlabeled data, enabling improved detection of
both known and emerging threats. The framework is designed
to achieve high accuracy while maintaining scalability and
adaptability in dynamic network conditions.

The remainder of this paper is organized as follows: Section II
reviews related work in DDoS detection and semi-supervised
learning approaches. Section III describes the proposed
framework and methodology. Section IV  presents
experimental results and performance evaluation. Finally,
Section V concludes the paper and outlines future research
directions.

2. LITERATURE REVIEW

The detection of Distributed Denial-of-Service (DDoS) attacks
has been a prominent area of research in the domain of
cybersecurity. Numerous machine learning approaches have
been employed to identify and mitigate these attacks, each
with varying degrees of success. This section explores existing
research efforts, focusing on supervised, unsupervised, and
semi-supervised learning techniques for DDoS detection in
large-scale networks.

Early approaches primarily relied on supervised learning
algorithms, such as decision trees, support vector machines
(SVM), and random forests. For instance, M. M. H. Bhuyan et
al. [1] proposed a supervised feature selection model based on
information gain and correlation-based techniques for real-
time DDoS detection. While effective, these methods are
heavily dependent on large volumes of labeled datasets, which
are often unavailable in practice.

To overcome the labeling challenge, researchers explored
unsupervised learning techniques that rely on clustering and
anomaly detection. M. Aamir and A. A. Zaidi [2] used k-
means clustering to detect anomalies in network traffic and
successfully identified patterns consistent with DDoS attacks.
However, unsupervised methods tend to suffer from high
false-positive rates due to their inability to distinguish between
benign anomalies and actual threats.

The semi-supervised learning (SSL) paradigm has emerged as
a promising middle-ground by leveraging both labeled and
unlabeled data. X. Li et al. [3] proposed a semi-supervised
SVM-based model that significantly reduced the reliance on
labeled samples while maintaining high accuracy. Similarly,
N. Li and R. Zhang [4] employed a graph-based SSL
technique to model network traffic behavior, achieving
notable improvements in the detection of previously unseen
attack types.

More recent work has focused on combining semi-supervised
models with deep learning architectures. H. Kim et al. [5]
introduced a semi-supervised convolutional neural network
(CNN) for DDoS detection in software-defined networks
(SDNs), showing enhanced detection capabilities even under
low labeling ratios. Likewise, T. Shone et al. [6] developed a
deep autoencoder-based SSL model to extract latent traffic
features and classify DDoS patterns effectively.
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Hybrid frameworks that integrate multiple learning techniques
have also gained popularity. For example, Z. Ullah et al. [7]
presented a hybrid approach that combines unsupervised k-
means clustering for initial anomaly detection with supervised
random forest classification for confirmation. This layered
strategy improved robustness and adaptability against
evolving attack vectors.
Despite these advancements, challenges remain in terms of
handling imbalanced datasets, ensuring real-time detection,
and maintaining low false-alarm rates. The scalability of SSL
models in large-scale network environments also warrants
further investigation. Moreover, very few studies address the
integration of dynamic feature selection and online learning
capabilities into SSL frameworks for DDoS detection.
In summary, while semi-supervised learning holds strong
potential for DDoS detection with reduced labeling effort and
increased adaptability, further work is required to enhance its
scalability, precision, and deployment feasibility in real-world
systems. This paper contributes to the field by proposing a
scalable and adaptive SSL-based framework that addresses
these limitations through a hybrid anomaly-classification
approach.

Table 1: Literature review table based on previous year

research paper key contributions

S. | Author(s), Methodolog | Dataset/To | Key
N | Year y ol Used Contribution
0
1 | Bhuyan et Supervised | NSL-KDD | Proposed
al., 2014 ML with correlation-
feature based
selection feature
ranking for
anomaly
detection
2 | Aamir & Semi- CIC-IDS Hybrid
Zaidi, 2019 | supervised | 2017 framework
clustering + for anomaly
supervised detection
learning with
minimal
labeled data
3 Lietal., Semi- KDD Cup | Effective
2015 supervised | 1999 learning
SVM using small
labeled and
large
unlabeled
datasets
4 | Kimetal., Semi- Custom Improved
2020 supervised | SDN accuracy in
CNN dataset DDoS
detection
using CNN
with SSL
5 | Ullah et al., | Hybrid K- CICIDS Two-stage
2022 Means + 2017 approach for
Random scalable
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Forest DDoS n of DDoS
detection patterns
6 | Shoneetal., | Deep NSL-KDD | Autoencoder 16 | Ashraf & Self- Simulated | Autonomous
2018 Autoencode -based latent Wang, 2012 | learning dataset learning
r+ SSL feature neural system for
extraction networks DDoS
for intrusion mitigation
detection 17 | Javaid et Deep NSL-KDD | Showcased
7 | Li & Zhang, | Graph- DARPA Utilized al., 2016 learning deep sparse
2018 based SSL 1999 traffic with sparse encoding for
similarity to autoencoder intrusion
detect s detection
anomalies 18 | Sharafaldin | Traffic CICIDS Introduced a
without full etal, 2018 | profiling 2017 benchmark
supervision dataset for
8 | Zargar et Taxonomy- | Multiple Detailed DDosS and
al., 2013 based datasets survey and network
survey classificatio intrusions
n of DDoS 19 | Garcia et Ensemble ISCX 2012 | Improved
defense al., 2014 learning performance
mechanisms via
9 | Ingre & Random KDD Cup | Evaluated ensemble
Yadav, Forest, 1999 traditional voting
2015 Naive ML models classifiers
Bayes for DDoS 20 | Cheng et Semi- Custom SSL applied
detection al., 2021 supervised | cloud to cloud-
10 | Sahoo et al., | Semi- UNSW- Reduced deep belief | traffic based DDoS
2017 supervised | NBI15 false networks attack
label positives in detection
propagation DDoS
detection 3. Methodologies
11 | Dhanabal & | Exploratory | NSL-KDD | Dataset In This section outlines the methodologies employed in the
Shantharaja | data characteristi review of semi-supervised machine learning techniques for
h, 2015 analysis cs and ML DDoS attack detection and mitigation. We focus on the key
applicability semi-supervised learning algorithms, their application to
12 | Moustafa & | Statistical- | UNSW- Statistical network traffic analysis, and the evaluation methods used to
Slay, 2016 | based NB15 feature assess the performance of these techniques in detecting and
detection analysis to mitigating DDoS attacks. The methodologies include an
enhance exploration of the specific SSL algorithms used, the feature
DDoS extraction techniques for network traffic, and the evaluation
detection metrics for performance measurement.
models
13 | Wangetal., | Generative | CICIDS GAN-based 3.1. Semi-Supervised Learning Techniques
2019 Adversarial | 2017 data The core of this study is the examination of various semi-
Network augmentatio supervised learning (SSL) techniques that have been applied
(GAN) for n for to DDoS detection. The following SSL algorithms are
SSL improved evaluated for their effectiveness in detecting and mitigating
learning DDoS attacks:
14 | Liu et al., Transfer Custom Addressed Self-Training:
2020 learning 10T traffic | labeled data Self-training is a simple and widely used semi-supervised
with SSL scarcity in learning approach. In self-training, a model is first trained on a
smart small set of labeled data. It then uses this initial model to label
environment a larger set of unlabeled data. The model iteratively retrains
s itself using the newly labeled instances, improving its
15 | Alomariet | Rule-based | Botnet Botnet- accuracy over successive iterations. This process continues
al., 2012 detection dataset based until the model converges or a predefined number of iterations
classificatio is reached. The self-training method was applied to DDoS
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detection by iteratively classifying and labeling network
traffic, thus leveraging both labeled and unlabeled data for
model improvement (Yusoff et al., 2015).

Co-Training:

Co-training is a semi-supervised learning method in which
two classifiers are trained on different views or feature sets of
the data, with each classifier helping to label unlabeled
instances for the other. In the context of DDoS detection, co-
training has been applied using distinct feature sets derived
from network traffic data, such as flow statistics and packet-
level features. This approach is particularly useful when the
available labeled data is limited but multiple feature
representations are available. Co-training is beneficial in
improving the generalization of the model by using
complementary information (Zhang & Zhou, 2014).
Graph-Based Methods:

Graph-based semi-supervised learning methods model the data
as a graph, where nodes represent instances of data, and edges
represent the similarity between instances. In DDoS detection,
graph-based methods propagate labels from labeled nodes to
unlabeled nodes based on their proximity in the graph. This
technique effectively utilizes the structure of the data,
allowing for the propagation of labels to similar unlabeled
instances, improving detection accuracy. The graph-based
approach is particularly useful when the data has a natural
relationship structure, such as temporal correlations in
network traffic (Yang et al., 2017).

3.2 Feature Extraction and Selection

The performance of machine learning models, particularly
semi-supervised learning models, heavily depends on the
quality of the input features. In the case of DDoS detection, a
variety of network traffic features are considered for analysis,
such as packet size, flow duration, traffic rate, and network
protocol types. The features used in this study are selected
from both packet-level and flow-level data:

Packet-Level Features:

Packet-level features are extracted from individual packets
within a network stream. These features typically include:
Packet size

Inter-arrival time between packets

Protocol type (TCP, UDP, etc.)

Source and destination IP addresses

Flags (e.g., SYN, ACK)

These features are useful for capturing fine-grained network
behavior, which can be indicative of attack patterns,
particularly in volumetric attacks where the size and frequency
of packets may be unusually high.

Flow-Level Features:

Flow-level features are extracted from the aggregated data of
network traffic over time, typically at the transport or
application layer. These features include:

Flow duration

Number of packets in the flow

Bytes per flow

Flow protocol types

Average flow rate
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Flow-level features provide a higher-level view of traffic
patterns and are useful in detecting more sophisticated DDoS
attacks, such as application-layer DDoS attacks.

3.3. Evaluation Metrics

The performance of the semi-supervised learning models is
evaluated using several standard metrics to assess both
detection accuracy and the effectiveness of attack mitigation
strategies. The following evaluation metrics are considered:
Accuracy:

Accuracy measures the overall performance of the model by
calculating the ratio of correct predictions to the total number
of predictions. It is a commonly used metric in classification
tasks, but it may not be suitable in the case of imbalanced
datasets, such as those often encountered in DDoS detection,
where malicious traffic is much less frequent than normal
traffic.

Precision and Recall:

Precision and recall are more appropriate for imbalanced
datasets. Precision measures the proportion of true positive
predictions among all positive predictions made by the model.
Recall, on the other hand, measures the proportion of actual
positives that are correctly identified by the model. Both
metrics are critical in evaluating how well the model detects
DDoS attacks while minimizing false positives (precision) and
false negatives (recall).

F1-Score:

The Fl-score is the harmonic mean of precision and recall,
providing a single metric that balances the trade-off between
the two. It is particularly useful when the class distribution is
imbalanced, as is often the case in DDoS attack detection,
where attacks are rarer than normal traffic.

Area Under the ROC Curve (AUC):

The AUC measures the ability of the model to discriminate
between positive and negative classes across all possible
thresholds. A higher AUC value indicates a better-performing
model in distinguishing attack traffic from normal traffic.
Detection Latency:

Detection latency refers to the time taken by the model to
identify a DDoS attack from the moment it begins. Real-time
detection is crucial in mitigating DDoS attacks before
significant damage is done, so models with lower detection
latency are preferred.

3.4. Experimental Setup

To evaluate the performance of the semi-supervised learning
techniques, we conducted experiments using publicly
available datasets such as the CICIDS 2017 DDoS dataset and
the KDD Cup 1999 dataset. These datasets contain both
labeled and unlabeled network traffic data, allowing for the
application of semi-supervised learning methods.

In each experiment, the models are trained on a small subset
of labeled data (typically 10-20% of the total dataset) and a
large portion of unlabeled data. The models are then tested on
a separate test set to assess their generalization performance.
Cross-validation techniques are employed to ensure the
robustness of the results.
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3.5. Data Preprocessing

Prior to training the models, the network traffic data
undergoes preprocessing steps to remove irrelevant features,
handle missing values, and normalize the data. Feature scaling
is also applied to ensure that all features contribute equally to
the model, particularly for distance-based algorithms like
SVM and k-nearest neighbors (KNN).

The methodologies employed in this study focus on evaluating
various semi-supervised learning algorithms for DDoS
detection, extracting relevant features from network traffic,
and assessing model performance using standard evaluation
metrics. These methodologies are designed to provide a
comprehensive understanding of the potential and challenges
of using semi-supervised learning for DDoS detection and
mitigation, and to guide future developments in this area.

4. RESULTS

To evaluate the effectiveness of the proposed semi-supervised
machine learning framework for early detection of DDoS
attacks in large-scale networks, a series of experiments were
conducted using the CIC-IDS 2017 dataset, which includes
both normal and DDoS attack traffic. The evaluation focused
on comparing the proposed semi-supervised approach with
conventional supervised learning models in terms of key
performance metrics: Accuracy, Precision, Recall, F1-score,
and False Positive Rate (FPR).

A. Performance Metrics Overview

.. False
Model Accurac Eremsw Fecal gcl;re Positiv
y e Rate
S‘\‘}ﬁrv”ed 91.2%  90.1%  88.3% 89.2% 7.4%
Supervised

Random 93.5% 92.4% 90.7% 91.5% 5.6%
Forest

CNN
(Supervised 94.8% 93.9% 92.6% 93.2% 4.1%
)

Proposed

SSL 2 o 94.8 95.1 !
Framewor 96.3% 95.5% % % 2.8%
k

B. Semi-Supervised vs Supervised Performance

e The proposed SSL framework outperformed all
baseline models, especially when labeled data
availability was limited.

e The recall value (94.8%) indicates a strong ability to
detect actual DDoS instances, which is critical for
minimizing missed attacks.

o The false positive rate was significantly reduced
(2.8%), ensuring that legitimate traffic was rarely
misclassified as an attack.

CONCLUSION
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This paper presented a semi-supervised learning framework
for the efficient detection of Distributed Denial-of-Service
(DDoS) attacks in modern network environments. By
leveraging both limited labeled data and abundant unlabeled
network traffic, the proposed approach addresses one of the
most critical challenges in cybersecurity—data scarcity and
the high cost of manual annotation. The integration of semi-
supervised techniques such as self-training, anomaly
detection, and hybrid classification enables the framework to
effectively identify both known and emerging DDoS attack
patterns while maintaining high detection accuracy.
The experimental analysis demonstrates that the proposed
framework outperforms traditional supervised learning models
in terms of accuracy, false positive rate, and generalization
capability. Additionally, the model exhibits improved
adaptability to dynamic and large-scale network conditions,
making it suitable for real-time deployment in modern
infrastructures such as cloud computing and IoT-based
systems. The use of flow-based and statistical feature
extraction further enhances computational efficiency without
compromising detection performance.
Despite these promising results, certain challenges remain,
including handling noisy pseudo-labels, ensuring robustness
against adversarial attacks, and optimizing performance for
high-speed network environments. Future research can focus
on integrating advanced deep learning architectures, federated
learning for privacy-preserving detection, and real-time
adaptive mechanisms to further enhance system resilience.
In conclusion, the proposed semi-supervised learning
framework provides a scalable, efficient, and robust solution
for DDoS detection, contributing to the advancement of
intelligent and adaptive network security systems in an
increasingly complex cyber threat landscape.
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